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Abstract

Congratulations on your decision to enhance your career prospects by adding the CompTIA Security+
certification to your resume! Having a list of top-notch certifications on your resume is bound to make
potential employers think to themselves,“This person has the skills, knowledge and motivation to get
the job done!” Security is important — this point cannot be overstated. According to a 2010 Web Security
Statistics report, the average website had nearly thirteen serious vulnerabilities and industries with a
greater number of vulnerabilities yielded the lowest remediation rates. Therefore, since we keep our
homes secure, we must keep our networks secure.

A vendor-neutral entry-level credential that demonstrates the candidate’s understanding of concepts
relative to Information Security in the workplace, the CompTIA Security+ certification paves the

way for experienced professionals seeking careers as security architects, security engineers, security
consultants, information assurance technicians, security administrators, systems administrators, or network
administrators — and considering how rapidly technology evolves and presents new security risks and
concerns, these careers aren’t going away any time soon. According to CompTIA’s website, companies
that favor Security+ professionals include Hitachi Information Systems (Japan), Trend Micro (Philippines),
Lockheed Martin, the U.S. State Department, Prestariang Systems Sdn.Bhd. (Malaysia), and U.S.
government contractors such as EDS, General Dynamics, and Northrop Grumman. In addition, CompTIA
Security+ is an ideal certification for military personnel or military contractors at the U.S. Department

of Defense.

The CompTIA Security+ (SY0-301) exam is tough — there is no need to pretend otherwise. Focusing on
prevention and detection, the new exam has been updated to include more coverage of operational
security, risks and cryptography.That's why proper training and preparation are not optional: they’re
absolutely essential. This LearnSmart Exam Manual will help you prepare for the exam, which you must
pass in order to earn your CompTIA Security+ certification.To ensure that you get the most out of this
exam manual, it has been organized to reflect the actual format of the exam.In other words, the material
covered in each chapter reflects topics and objectives tested in a particular domain.

In addition, you'll notice that at the end of the manual, there are review questions designed to test your
ability to recall important concepts and terms. Being able to correctly answer these questions (as well
as taking practice exams that mimic the format and breadth of the actual exam) is a good indicator that
you'll succeed on the CompTIA Security+ (SY0-301) exam.

About

As mentioned, the CompTIA Security+ designation is achieved by passing one exam that covers a range of
Information Security topics such as network security, compliance, threats and vulnerabilities, host security,
identity management, cryptography, and more.The exam can be taken through an authorized testing
center, such as Pearson VUE or Prometric. As of August 2011, the exam costs $266 USD per attempt.
Currently, the exam consists of 100 multiple-choice questions that the candidate must answer within 90
minutes, achieving a passing score of 750 out of a possible 900.

CompTIA's Security+ certification is aimed towards IT professionals who possess the following:

e Two years of experience in an IT administration role, with a focus on security.
o Day-to-day experience dealing with information security issues and solutions.

e Broad knowledge of security terminology, risks, vulnerabilities, threats, and countermeasures as
defined in the next section.
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This certification is well-suited to network and security administrators independent of the industry they
work in.The CompTIA Security+ certification also serves as a great stepping-stone to more advanced
certifications, such as the (ISC)2 SSCP and CISSP, and the SANS GIAC.In addition, the Security+ credential
is recognized as an elective credit towards some Microsoft certification tracks. The Security+ certification
is valid for three years from the date of issue and can be renewed by either re-testing, or maintaining the
required continuing educational units (CEU) and paying an annual fee.

This LearnSmart Exam Manual includes the information that candidates need to pass the exam,

and addresses the challenges that organizations face when deploying and supporting technologies

in their environment. This manual is structured to follow the six Information Security domains as defined
by CompTIA:

e Network Security

e« Compliance and Operational Security
e Threats and Vulnerabilities

e Application, Data, and Host Security

e  Access Control and Identity Management

e Cryptography

Study Tips

As when taking any exam, preparation is everything. In most cases, reading only one book will not
sufficiently prepare you for an exam as challenging as the CompTIA Security+ (SY0-301) exam. Therefore,
in addition to knowing all aspects of the information presented in this manual, you will want to take
advantage of all the other resources and exam preparation materials at your disposal.

For example, online video training allows you to customize your learning experience and absorb
information at your own pace. You can watch video chapters as many times as necessary to understand
particularly difficult concepts. Of course, unless you are especially good at retaining information you
gather in a lecture environment, watching a video may not be enough.

While watching your video training course, you should refer to the exam manual and/or a concise glossary
that defines security-related terms. As when learning the vocabulary and nuances of a foreign language,
you want to cover all your bases and make sure your security vocabulary is rich and varied. You want to
know, for example, that a worm in this context doesn't refer to an earthworm found in your backyard, so
make sure you understand that every term’s context is vastly different from most others. Along the same
vein, take note of all unfamiliar terms. Even the most experienced security professionals may encounter
terms with which they are unfamiliar. Once you become familiar with these terms, consider making flash
cards and testing how many of them you can correctly identify.

Another effective way to prepare for the CompTIA Security+ (SY0-301) exam is to take as many full-length
practice exams as possible. Practice makes perfect, right? Taking practice exams enables you to measure
your progress, as well as grow familiar with the physical environment of the actual exam - in particular, the
length of time and number of questions. Simulating the exam environment beforehand will prevent you
from experiencing shock or panic on exam day when you realize you don't have the advantage of taking
coffee breaks or referring to your exam manual or video training course.
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With that in mind, when taking the actual exam, manage your time well. You should have more than
enough time to complete the exam, but don't spend too much time on any one question. If you get
stuck, return to the question at the end of the exam. If you're sufficiently prepared, you'll encounter many
questions that seem easy. You want to make sure that you have time to answer all of the questions - easy
and difficult — on the exam.

Because the questions on the Security+ (SY0-301) exam are multiple choice, try to eliminate two of the
possible choices.That way, if you have to take a guess, you can base your guess on the answers that are
most likely to be correct. If you get stuck on an answer, mark it and come back to it later on.You may be
able to use some of the other exam questions to figure out the answer that you are stuck on. If you still
can't figure out a question, don't be afraid to guess. If you completely skip a question, that question is
scored as if you answered it incorrectly. If you guess at an answer there is at least a chance that you could
get the answer right.
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