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Describe the security threats facing modern network infrastructures 2

Chapter 1 _ _
Describe the security threats facing modern network
Infrastructures

1.  Which of the following concepts are used to keep data confidential ?Select the best

answer.
[0 A. Usernames and Passwords
[0 B. Packet Checksums
[1 C. DDoSProtection

0 D. MD5Hashes
Find the Answer p. 87

2. Which of the following is the concept of keeping data whole from one point to
another without change?Sel ect the best answer.

0 A. DataConfidentiality
0 B. Datalntegrity

0 C. DataAvailability

0 D. DataSecrecy

Find the Answer p. 87

3. Which of the following is the concept of maintaining access to a data source?Sel ect
the best answer.

0 A. DataConfidentiality
0 B. Datalntegrity
0 C. DataAvailability

[0 D. AccessControl

Find the Answer p. 87
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Describe the security threats facing modern network infrastructures 3

Which of the following attack categories occurs when an attacker is able to get
close to the physical equipment?Select the best answer.

O A. Active
0 B. Insider
[0 C. Near By
0 D. Closein

Find the Answer p. 87

Which of the following attack categories occurs when an attacker utilizes a packet
sniffer in order to obtain information to gain access to a network?Select the best
answer.

[0 A. Passive
[1 B. Distribution
[0 C. Adctive

[0 D. Insider
Find the Answer p. 87

Which of the following attack categories occurs when arogue developer builds a
backdoor into a program?Select the best answer.

O A. Passive

0 B. Distribution
O C. Active

0 D. Backdoor

Find the Answer p. 87
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Describe the security threats facing modern network infrastructures 4

What is the name of the Cisco security solution which involves multiple
overlapping levels of defense?Select the best answer.

[0 A. DeepDefense

[0 B. Tiered Protection
0 C. Defensein Depth
0 D. ActiveDefense

Find the Answer p. 87

Which of the following answers correctly shows a TCP handshake?Sel ect the best
answer.

0 A. SYN (Sequence Number = 1)
SYN, ACK (Sequence Number = 0, Acknowledgement Number =
1)
ACK (Sequence Number = 2, Acknowledgement Number = 0)

0 B. SYN (Sequence Number = 1)
ACK (Sequence Number = 0, Acknowledgement Number = 2)
SYN, ACK (Sequence Number = 2, Acknowledgement Number =
1)

0 C. SYN (Sequence Number = 1)
SYN, ACK (Sequence Number = 0, Acknowledgement Number =
0)
ACK (Sequence Number = 0, Acknowledgement Number = 2)

[0 D. SYN (Sequence Number = 1)
SYN, ACK (Sequence Number = 0, Acknowledgement Number =
2)
ACK (Sequence Number = 2, Acknowledgement Number = 1)

Find the Answer p. 87
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Describe the security threats facing modern network infrastructures 5

9.  What type of spoofing occurs when an attacker is not on the local subnet of the
target?Sel ect the best answer.

[0 A. Blind Spoofing

[0 B. Remote Spoofing

[0 C. Loca Spoofing

[0 D. Non-Blind Spoofing

Find the Answer p. 87
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Secure Cisco routers 6

Chapter 2

Secure Cisco routers

1.  What command would be used to configure aM D5 hashed password to enter
enable mode?Select the best answer.

0 A.
0 B.
0 C.
0 D.

router(config)#username username secret password
router(config)#enable secret password
router(config-line)#password password
router(config)#enable password password

Find the Answer p. 88

What command would be used to configure areversible password to enter enable

mode?Sel ect the best answer.

0 A.
0 B.
0 C.
0 D.

router(config)#username username secret password
router(config)#enabl e secret password
router(config)#enable password password
router(config-line)#password password

Find the Answer p. 88

What command would be used in order to configure a password on all connections

coming in to the router viatelnet?Select the best answer.

0 A.
0 B.
1 C.
0 D.

router(config)#password password
router(config)#enabl e secret password
router(config)#enable password password
router(config-line)#password password

Find the Answer p. 88
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Secure Cisco routers 7

What command could be configured to limit the amount of times arouter allows
login attempts to 3 before causing alogin process delay?Select the best answer.

[0 A. router(config)#security authentication failure rate 3 log
[0 B. router(config)#security authentication failure rate 3

0 C. router(config)authentication failurelogin 3

[0 D. router(config)login failure 3

Find the Answer p. 88

What command would be used to create a separate privilege level 7 which would
only alow the user to run basic show commands including the show
running-config?Select the best answer.

[0 A. router(config)#enable secret level 7 password
router(config)#privilege exec level 7 show

[0 B. router(config)#enable secret level 7 password
router(config)#privilege exec level 7 show
router(config)#privilege exec level 7 show running-config

0 C. router(config)#privilege exec level 7 show
router(config)#privilege exec level 7 show running-config

[0 D. router(config)#privilege exec level 7 show
Find the Answer p. 88

When configuring CLI views what is the first command that is required?Select the
best answer.

A. router#enable view

B. router(config)#enable view

C.  router(config)#aaa new-model

0 D. router(config-view)#aaa new-model

[ I R

Find the Answer p. 88
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Secure Cisco routers 8

What command would be used to enable security for the |OS image?Sel ect the best
answer.

0 A. router(config)#secure boot-config
0 B. router(config)#secure bootset
0 C. router(config)#security boot-image

0 D. router(config)#secure boot-image
Find the Answer p. 88

What command would be used to enable security for running-configuration?Sel ect
the best answer.

router(config)#secure boot-config
router(config)#secure boot-set
router(config)#security boot-config
0 D. router(config)#secure boot-image

OO o
0w >

Find the Answer p. 88

What are the items which are clicked on to get to this point in SDM ?Select the best
answer.

0 A. Configure
Security Audit

0 B. Configure
Security Audit
Perform Security Audit

0 C. Configure
Security Audit
One-step Lockdown

0 D. Configure
Perform Security Audit

Find the Answer p. 88
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Secure Cisco routers 9
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v
Security Audit -

Use Case Scenario

Please wait while Security Audit checks if the recommended security settings are
configured on the router.
Security Audit
Side (Trust (L

Nn‘ Itarn Mame ‘ Status = W
1 Digahle Finger Service v Pazged

2 Disable PAD Semvice W Passed

3 Digable TCP emall servers Service v Passed =

4 Disable UDP small servers Service W Passed

5 Digahle IP hootp server Service v Pazged

6  Disable IP ident Senice W Passed =

7 Disable COP v Pazged

Disable IP source raute W Passed

8 Enable Password encryption Service v Pazged

10 Enable TGP Keepalives for inbaund telnet sessions W Passed

11 Enahle TCP Keepalives for outhound telnet sessions v Pazged

12 Enable Sequence Numbers and Time Stamps on Debugs W Passed

13 Enable P CEF v Pazged

14 Disable IP Gratuitous Arps W Passed

15 SetMinimum Password length to less than & characters v Pasged -
Click "Cloge" to continue fixing the identified security prablems ar undoing the eonfigured
security configurations in the router.

Close Save Report )

o eyt | He'o |

One-step lockdown

Security Audit

15:38:04 UTC Mon Sep 22 2008 ﬁ -

[Sa Done

10. Refering to the Exhibit below, What are the items which are clicked on to get to
this point in SDM?Select the best answer.

0 A. Configure
Security Audit

[0 B. Configure
Security Audit
Perform Security Audit

0 C. Configure
Security Audit
One-step Lockdown

0 D. Configure
Perform Security Audit

Find the Answer p. 88
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Secure Cisco routers 10
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Please wail while One-step lockdown is configuring the router with recommended
security settings.

W] tem Name
Finger Service will be disabled
Pad Service will he disabled
TCF small servers Service will be disabled
UDP small servers Service will be disabled

Use Case Scenario

=T Security Audit
=) ==

e =
pie o

AR RN

IP bootp server Service will be enabled

IP ident Service will be disabled

CDP will be disabled

IP source route will be disabled

4 Password encryption Service will be enabled

10 TGP Keepalives for inbound teinet sessions will ke enabled
11 TCP Keepalives for outhound telnet sessions will be enabled

IR

12 Seguence Numbers and Time Stamps on Debugs will be enakle
13 IP CEF will he enabled

14 IP Gratuitous Arps will be disabled

15 Minimurn Password [ength will be setfor 6 characters or more
16 Authentication Failure Rate will be et for 3 retries

The router is already securad.

Close

L
o
o

HRC

Rdditional Tasks One-step lockdown

Ci 1 delivered to router 18:34:50 UTC Mon Sep 22 2008 |j\ 1l

I

11. What are the commands which are required (at a minimum) to get SDM up and
working without SSL ?Select the best answer.

[0 A. router(config)#ip http server
router(config)#ip http secure-server
router(config)#ip http authentication local
router(config)#username username privilege 15 secret O password

[0 B. router(config)#ip http secure-server
router(config)#username username privilege 15 secret O password

O C. router(config)#ip http server
router(config)#ip http secure-server
router(config)#p http authentication local

[0 D. router(config)#ip http server
router(config)#ip http authentication local
router(config)#username username privilege 15 secret O password

Find the Answer p. 88
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Implement AAA on Cisco routers using local router database and external ACS 11

Chapter 3
Implement AAA on Cisco routers using local router
database and external ACS

1.  What command is used to enable the use of AAA for login?Select the best answer.

[0 A. router(config)#aaa authentication login
[0 B. router(config)#aaa authentication

0 C. router(config)#aaalocal authentication
0 D. router#faaa authentication local

Find the Answer p. 89

2. What command is used to enable the use of AAA using the local database with
PPP?Select the best answer.

O A. router(config)#aaa authentication ppp local
[0 B. router(config)#aaa authentication ppp default local
0 C. router(config)#aaa authentication local ppp
[0 D. router(config)#ppp authentication aaa default local

Find the Answer p. 89
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Implement AAA on Cisco routers using local router database and external ACS 12

3. What commands would be used to enable local AAA authentication on initial login
to the console? Use 'console-in' as a name of the authentication list.Select the best
answer.

[0 A. router(config)#username username secret password
router(config)#aaa authentication login console-in local
router(config-line)#login authentication console-in

[0 B. router(config)#aaa new-model
router(config)#username username secret password
router(config)#aaa authentication login console-in local
router(config)# ogin authentication console-in

0 C. router(config)#aaa new-model
router(config)#username username secret password
router(config)#aaa authentication login console-in local
router(config-line)#login authentication console-in

[0 D. router(config)#aaa new-model
router(config)#aaa authentication login console-in local
router(config-line)# ogin authentication console-in

Find the Answer p. 89

4. What command would be used to configure list-name ‘com_auth' to authorize all
level 15 commands using the local database?Sel ect the best answer.

[0 A. router(config)#aaa authorization commands com_auth local 15
[0 B. router(config)#aaa authorization commands com_auth 15 local
[0 C. router(config-line)#aaa authorization commands 15 com_auth local
[0 D. router(config)#aaa authorization commands 15 com_auth local

Find the Answer p. 89
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Implement AAA on Cisco routers using local router database and external ACS 13

5. What command would be used to configure reverse telnet authorization using
TACACS+ by default?Select the best answer.

[0 A. router(config)#aaa authorization reverse-access default group
tacacs+

[0 B. router(config)#aaa authorization reverse-access default tacacs+

[0 C. router(config)#aaa authorization reverse-telnet default group
tacacs+

[0 D. router(config)#aaa authorization reverse-access com_auth group
tacacs+

Find the Answer p. 89

6. What command would be used to enable level 15 command authorization by
default allowing only validly authenticated users?Select the best answer.

[0 A. router(config)#aaa authorization commands 15 if-authenticated
default

[0 B. router(config)#aaa authorization commands 15 default
if-authenticated

[0 C. router(config)#aaa authorization commands 15 default
[0 D. router(config)#aaa authorization commands 15 if-authenticated

Find the Answer p. 89
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Implement AAA on Cisco routers using local router database and external ACS 14

7. What AAA command would you useto log al level 15 commands entered, only
sending this information once and send this information to a TACACS+
server?Select the best answer.

0 A. router(config)#aaa accounting commands 15 default start-stop
group tacacs+

[0 B. router(config-line)#aaa accounting commands 15 default stop-only
group tacacs+

0 C. router(config)#aaa accounting commands 15 default stop-only
group tacacs+

0 D. router#faaa accounting commands 15 default stop-only group
tacacs+

Find the Answer p. 89

8.  What AAA command would be used to enable the most thorough accounting on all
network related service requests by default using TACACS+?Sel ect the best
answer.

0 A. router(config)#aaa accounting default start-stop group tacacs+
[0 B. router#faaa accounting network default start-stop group tacacs+

O C. router(config)#aaa accounting network default stop-only group
tacacs+

0 D. router(config)#aaa accounting network default start-stop group
tacacs+

Find the Answer p. 89

9.  What AAA protocol can be used to limit which commands can specifically be
controlled by user?Select the best answer.

0 A. TACACS+
J B. SDM

[J C. LDAP

[J D. RADIUS

Find the Answer p. 89
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Implement AAA on Cisco routers using local router database and external ACS

15

10.

11.

What AAA command would be used to creating a connection to a TACACS+
server and is configured to open and close TCP sessions throughout each
session?Select the best answer.

0 A.

OO0
OOw

router(config)#tacacs-server host server-ip-address

single-connection

router(config)#tacacs-server host server-ip-address
router(config)#tacacs-server server-ip-address single-connection
router(config)#tacacs-server server-ip-address

Find the Answer p. 89

Refering to the Exhibit below, What are the items which are clicked on to get to
this point in SDM?Select the best answer.

0 A.

Configure

AAA

Authentication Policies
Login

Configure

Additional Tasks
AAA

Login

Configure

Additional Tasks
AAA

Authentication Policies
Login

Configure

AAA

Login

Find the Answer p. 89
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u Delete
Move Up
love Down |
T EnableF Aging
With RADIUS server authentication the user can be
notified when 2 RADIUS server password expires and
Rrompted for @ new password,
oK | Cancel | Help
B
< i 5
Additional Tasks 02:17:45 UTC Sat Sep 27 2008 é‘ —
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Chapter 4 _ _
Mitigate threats to Cisco routers and networks using
ACLs

1. What would be the syntax for a standard access list to deny the 192.168.1.0/24
network using the last available ACL number and log al matches?Select the best

answer.
[0 A. router(config)#access-list 99 deny 192.168.1.0 0.0.0.255
[0 B. router(config)#access-list 99 deny 192.168.1.0 255.255.255.0 log
[0 C. router(config)#access-list 99 deny 192.168.1.0 255.255.255.0

[0 D. router(config)#access-list 99 deny 192.168.1.0 0.0.0.255 log
Find the Answer p. 90

2. What would be the syntax for an extended access list to permit the 172.16.0.0/16
network to send telnet traffic to the 10.10.10.0/24 network using the first available
ACL number?Select the best answer.

0 A. router(config)#access-list 100 permit tcp 172.16.0.0 0.0.255.255
10.10.10.0 0.0.0.255 eq telnet

0 B. router(config)#access-list 100 permit tcp 172.16.0.0 255.255.0.0
10.10.10.0 255.255.0.0 eq telnet

[0 C. router(config)#access-list 1 permit tcp 172.16.0.0 0.0.255.255
10.10.10.0 0.0.0.255 eq telnet

[0 D. router(config)#access-list 1 permit tcp 172.16.0.0 255.255.0.0
10.10.10.0 255.255.0.0 eq telnet

Find the Answer p. 90

Practice Exam EE— ;
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What is the correct command to use to enable the turbo ACL feature?Select the
best answer.

0 A. router(config)#access-list turbo
0 B. router(config)#access-list compiled

0 C. Thisisenabled with the 'turbo’ keyword at the end of a access-list
statement.

0 D. router(config-if)#p access-group list-number turbo

Find the Answer p. 90

What is the correct command to use to enable access-list 50 coming into the
fastethernet 0/0 interface?Sel ect the best answer.

A. router(config)#ip access-group in fastethernet 0/0
B. router(config-if)#p access-group in 10
C. router(config-if)#ip access-group 10in
0 D. router(config)#ip access-group fastethernet 0/0 in

OO

Find the Answer p. 90

Which of the following statements s correct when referring to ACL's?Select the
best answer.

0 A. Standard ACL's should be placed as close to the source as possible.

0 B. Extended ACL'sshould be placed as close to the destination as
possible.

0 C. Standard ACL's should be placed as close to the destination or
source as possible.

[0 D. Standard ACL's should be placed as close to the destination as
possible.

Find the Answer p. 90

— e
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Which of the following statements is correct when referring to ACL's?Select the
best answer.

0 A. Extended ACL's should be placed as close to the source as possible.

0 B. Extended ACL'sshould be placed as close to the destination or
source as possible.

[0 C. Extended ACL's should be placed as close to the destination as
possible.

[0 D. Standard ACL's should be placed as close to the source as possible.

Find the Answer p. 90

What is the correct command to enable access-list 40 coming into VTY ports 0
through 4?Select the best answer.

0 A. router(config-line)#access-classin 40
0 B. router(config-line)#access-class 40 in
[0 C. router(config)#access-list 40 in

0 D. router(config-line)#access-list 40 in

Find the Answer p. 90

What is the correct command to enable SNMP RO filtering of community 'public’
with access-list 807Select the best answer.

[0 A. router(config)#snmp-server community public rw 80
[0 B. router(config)#access-class 80 in community public
[0 C. router(config)#snmp-server community public ro 80
[0 D. router(config)#access-class community public 80 in

Find the Answer p. 90

— e
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9. Referring to the exhibit, you are trying to limit the traffic coming in from the
Internet. Will the configuration in the exhibit work and why?Select the best
answer.

0 A. No, because the access-list does not match the correct |P addresses
used in this exhibit.

[0 B. Yes, thisconfiguration will work because the access-list disables all
traffic but web traffic coming from the Internet.

[0 C. No, thisconfiguration will not work because the access-list is not
formatted correctly.

[0 D. No, thisconfiguration will not work because the access-list is
enabled in the wrong direction.

Find the Answer p. 90

Exhibit(s):

ﬂ_

I r1
access-list 100 permit tcp 146.186.1.0 0.0.0.255 any eq 80

interface fastethernet 0/0
* ip access-group 100 in

e “«----

128.118.25.0/24 . ‘i. 146.186.1.0/24
FastEthernet 0/0 FastEthernet 01
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10. Referring to the exhibit, you are trying to limit the traffic coming in from the
Internet. Will the configuration in the exhibit work and why?Select the best
answer.

0 A. Yes, thisconfiguration will work because it only allows traffic from
the Internet which is on port 80 (web).

[0 B. No, thisconfiguration does not work because of the implicit allow
at the end of an access-list.

[0 C. No, thisconfiguration will not work because the access-list is not
formatted correctly.

[0 D. No, thisconfiguration will not work because the access-group
statement is formatted incorrectly.

Find the Answer p. 90

Exhibit(s):

I r1
access-list 100 permit tcp 146.186.1.0 0.0.0.255 any eq 80

interface fastethernet 0/1
* ip access-group 100 in

e “«----

128.118.25.0/24 . ‘i. 146.186.1.0/24
FastEthernet 0/0 FastEthernet 01
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11. Referring to the exhibit, you are trying to limit the traffic coming in from the
Internet. Will the configuration in the exhibit work and why?Select the best
answer.

0 A. No, thiswill not work because the access-list is enabled in the
wrong direction.

[0 B. No, thiswill not work correctly because the format of the
access-list is not correct because access-list statements use
Inverse-masks.

[0 C. No, thiswill not work because the | P addresses matched in the
access-list do not match the exhibit.

[0 D. Yes, thiswill correctly only alow Internet web traffic to reach the
company's network.

Find the Answer p. 90

Exhibit(s):

S

| R1
access-list 100 permit tcp 146.186.1.0 255.255.255.0 any eq 80

interface fastethernet 0/1
* ip access-group 100in

- «----

128.118.25.0/24 . ‘{ll-.. 146.186.1.0/24
FastEthernet 0/0 FastEthernet 01
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12. Referring to the exhibit, you are trying to configure an access-list to block spoofing
attempts. Will the configuration in the exhibit provide a means to accomplish
this?Select the best answer.

0 A. Yes, thisconfiguration will correctly block Internet traffic from
coming in the internal interface.

[0 B. No, thisconfiguration will not work because the access-list
statement is incorrect.

0 C. Yes, thisconfiguration will correctly block internal traffic from
coming in the Internet interface.

[0 D. No, thisconfiguration will not work because the access-group
command is configured in the wrong direction.

Find the Answer p. 90

Exhibit(s):

ﬂ_

R

=

access-list 100 deny ip 146.186.1.0 0.0.0.255 any
access-list 100 permit ip any any

interface fastethernet 0/0
* ip access-group 100 in

- “«----

128.118.25.0/24 "'-",‘1:. 146.186.1.0/24
FastEthernet 0/0 FastEthernet 01

_
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13. Referring to the exhibit, you are trying to configure an access-list to block spoofing
attempts. Will the configuration in the exhibit provide a means to accomplish
this?Select the best answer.

0 A. Yes, thisconfiguration will correctly block traffic from the internal
I P network from coming in the Internet port.

[0 B. No, thisconfiguration will not work correctly because the
access-list isformatted incorrectly.

0 C. No, thisconfiguration will not work because the access-group is not
formatted correctly.

[0 D. No, thisconfiguration will not work correctly because the
access-group is configured in the wrong direction.

Find the Answer p. 90

Exhibit(s):

ﬂ_

R

=

access-list 100 deny ip 128.118.25.0 0.0.0.255 any
access-list 100 permit ip any any

interface fastethernet 0/0
* ip access-group 100 in

- “«----

128.118.25.0/24 "'-",‘1:. 146.186.1.0/24
FastEthernet 0/0 FastEthernet 01
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Chapter 5 _
| mplement secure network management and reporting

1.  Whichtwo of the following are Cisco recommendations when planning for secure
management and reporting?Select the best 2 answers.

0 A. Theseection of appropriate syslog logging levels.
0 B. UsetheNTP protocol to keep time synchronized.

[0 C. Keepallogging information contained within each individual
device.

[0 D. Usethe LDAP protocol to log information back to a central
management solution.

Find the Answer p. 91

2. Which two of the following are Cisco recommendations when planning for secure
management and reporting?Select the best 2 answers.

[0 A. Createalogging solution recommended by management.

[0 B. Keepallogging levelsset to their highest levelsto retain the most
information.

0 C. Keepall logging information in acentral secure facility which can
not be tampered with.

[0 D. Develop achange management plan to deal with and document the
changes being made to the network.

Find the Answer p. 91

E o MANUAL gl
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3. What Cisco logging destination is used to record information internally on the
device?Select the best answer.

O A. Buffered

0 B. Interna

0 C. Console

0 D. Device Monitor

Find the Answer p. 91

4. Referring to the exhibit, what is the logging level used for this message?Select the

best answer.
0 A. Warnings
[0 B. Notifications
[0 C. Informational

[0 D. Debugging
Find the Answer p. 91

Exhibit(s):
+ %0SPF-5-ADJCHG: Process 10, Nbr 192.168.1.248 on FastEthernet0/0 from LOADING to FULL, Loading Dane
- -«—-——-

5. Referring to the exhibit, what is the logging level used for this message?Select the

best answer.
O A. Warnings
[0 B. Notifications
0 C. Informational

[0 D. Debugging
Find the Answer p. 91
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Exhibit(s):
* 205YS-6-LOGGINGHOST_STARTSTOP: Logging to host 192.168.1.102 port 514 started - CLl initiated
- =

Refering to the Exhibit below, What is the process for getting to this point in
SDM?Select the best answer.

0 A. Configure
Router Properties
Logging
Edit

0 B. Configure
Additional Tasks
Logging
Edit

[0 C. Configure
Additional Tasks
Router Properties
Edit

0 D. Configure
Additional Tasks
Router Properties
Logging
Edit

Find the Answer p. 91

Exhibit(9):

Tactice Exam
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——Logging Hostname

Logging Level: debugging (7)

IP AddressiHosthame:
192.168.1.102

Add...

v Logging Buffer

Logging Level: debugging (7)

8192

Buffer Size:

Cancel

[ER Cisco Router and Security Device Manager (SDM): 102.168.1.104 R - == s |
File Edit View Tools HeJE
eadding ] - i . & | P nlllulllu
ave Search Helgp CclscoO

Enabled
192.168.1.102

Enahled

8182
=Mone=
dehugging (7)

Additional Tasks

02:22:54 UTC Sat Oct 04 2008 é‘
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7. Refering to the Exhibit below, What is the process for getting to this point in
SDM?Select the best answer.

0 A. Configure
Additional Tasks
Router Properties
SNMP
Edit

[0 B. Configure
SNMP
Edit

0 C. Configure
Additional Tasks
Router Properties
Edit

0 D. Configure
Additional Tasks
SNMP
Edit

Find the Answer p. 91

Exhibit(s):

_
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@ Cisco Router and Security Device Manager (SDM): 192.168.1.104 . - - |EIEIA|
| File Edit View Tools Help
SNMP Properties i lj ™ ﬂ @ ‘|I|.|I|.
- ¥ Enable SNMP el cisco
R rd

Edit... |

Caommunity String Type

Item Valug
puhlic RO Edit... | Disahled

—— Trap receiver

IP address Pagsword Add... |

—— SNMP Server

Device Location:

Administrator Contact:

OK Cancel | Help

1 | +

Additional Tasks 02:24:32 UTC Sat Oct 04 2008 é‘

o — =

8. What type of encryption is used by SNMPv3?Select the best answer.

0 A. AES

[ B. DES56
[J C. 3DES-56
[J D. 3DES64

Find the Answer p. 91
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What is the minimum Cisco recommended modulus value for SSH?Sel ect the best
answer.

0 A. 512bits
[J B. 768 bits
O C. 1024 bits

O D. 2048 bits
Find the Answer p. 91

What versions of SNMP are supported on Cisco equipment?Sel ect the best answer.

O A. Vesonslc, 2,and 3
0 B. Vesonsl], 2 and3
O C. Vesonsl, 2c, and 3c
0 D. Vesonsl, 2c,and3

Find the Answer p. 91

What version of 10Sisrequired if you wanted to make sure support for SSH
version 2 isincluded?Select the best answer.

0 A, 1234)T
0 B. 120
0 C. 12247

O D. 1242T
Find the Answer p. 91

= -
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12. What is the command which is used to set the number of SSH retries to 27Select
the best answer.

[0 A. router(config-line)ip ssh authentication-retries 2
[0 B. router(config)ip ssh authentication-retries 2

0 C. router(config)ip ssh authentication retries 2

0 D. router(config)ssh authentication-retries 2

Find the Answer p. 91

13. What is the correct command to use to disable the use of telnet?Select the best

answer.
O A. router(config)transport input ssh
0 B. router(config-line)transport ssh
0 C. router(config-line)transport input ssh

0 D. router(config-line)transport secure ssh
Find the Answer p. 91
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Ei’rame Exam g

www.learnsmartsystems.com 1-800-418-6789 Practice Exams Audio Training Exam Manual ~ Video Training


http://www.learnsmartsystems.com
http://www.learnsmartsystems.com/products/exams/view-practice-exams.aspx
http://www.learnsmartsystems.com/products/audio/view-audio-training.aspx
http://www.learnsmartsystems.com/products/mega-guides/view-mega-guides.aspx
http://www.learnsmartsystems.com/products/video/view-video-training.aspx

Implement secure network management and reporting 33

14. Referring to the Exhibit below, What is the process for getting to thispoint in
SDM?Select the best answer.

0 A. Configure
Additional Tasks
NTP/SNTP
Add

0 B. Configure
NTP/SNTP
Add

0 C. Configure
Additional Tasks
NTP/SNTP
Add

[0 D. Configure
Additional Tasks
Router Properties
NTP/SNTP
Add

Find the Answer p. 91

Exhibit(s):

_
Qyiz e ”Wu'}ﬂ, ﬁ

www.learnsmartsystems.com 1-800-418-6789 Practice Exams Audio Training Exam Manual ~ Video Training


http://www.learnsmartsystems.com
http://www.learnsmartsystems.com/products/exams/view-practice-exams.aspx
http://www.learnsmartsystems.com/products/audio/view-audio-training.aspx
http://www.learnsmartsystems.com/products/mega-guides/view-mega-guides.aspx
http://www.learnsmartsystems.com/products/video/view-video-training.aspx

Implement secure network management and reporting 34

[ [ER Cisco Router and Security Device Manager (SDM): 192.168.1.240 5 i i i Y (=[] % J
il aalakiala
Add NTP Server Details =5
- - = = Q 2 alande
Enterthe NTP Server address and Source Interface e Search Hel CIsco
NTP Server [P addre v ™ Prefer
add._ || Edit || Detete |
*NTP Source Interface : -
5 Interface Prefer Key Number | Key Walue
[ Authentication Key
Confirm Key Value: :
{*) Optional Field
OK | Cancel | Help |
{1 Configuration Management
N
g
Inkrusic ion
&
Guality ¢
¥
N
N
1 m » IO I I 3
Additional Tasks 15:24:50 UTC Sat Oct 04 2008 é‘
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15. What isthe process for getting to this point in SDM ?Select the best answer.

0 A. Configure
Additional Tasks
Router Access
SSH
Generate RSA Key

0 B. Configure
Router Access
SSH
Generate RSA Key

0 C. Configure
SSH
Generate RSA Key

[0 D. Configure
Additional Tasks
SSH
Generate RSA Key

Find the Answer p. 91

Exhibit(s):

_
Qgzyeh AL ﬁ

www.learnsmartsystems.com 1-800-418-6789 Practice Exams Audio Training Exam Manual ~ Video Training


http://www.learnsmartsystems.com
http://www.learnsmartsystems.com/products/exams/view-practice-exams.aspx
http://www.learnsmartsystems.com/products/audio/view-audio-training.aspx
http://www.learnsmartsystems.com/products/mega-guides/view-mega-guides.aspx
http://www.learnsmartsystems.com/products/video/view-video-training.aspx

Implement secure network management and reporting 36

[5R Cisco Router and Security Device Manager (SDM): 192.168.1.240 == ® |
File Edit View Tools Help
@ - Key modulus size il # g Q ? Wl I Tl I I
Save Search Help CISCO
E— Key modulus size (bits): 512
ok | cancel | Hep | .
| is disahled in your router. To enable S5H, RSA key must be aenerated.
1 he key modulus length and click the 'Generate RSA Key' button to generate
-y Management Access .
= Secure Device Provisioning
E-1 DHCP Status: RSA key is not set on this router.
fg’ DS
----- s Dynamic DS Methods Generate RSA Key |
B AGL Editor
% Partto Application Mappingg
Zone Fairs
i@ Zones
-8 pas
f? Laocal Poals
----- & Router Provisioning
----- i B02.1x%
B C3PL
w0 Canfiguration Management
il
|| ] m 3
| SDM refreshed successfully 15:32:50 UTC Sat Oct 04 2008 é‘ i
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Chapter 6
Mitigate common Layer 2 attacks

1. What does aswitch do with aframe when it was just powered up?Select the best

answer.
0 A. Hoodstheframeout al ports.
0 B. Hoodstheframeout all ports, except received port.
0 C. Sendsframe out the assigned port.

0 D. Sendsframe out the port whichisinthe CAM table.
Find the Answer p. 92

2. What OSI layer relatesto Layer 2?Select the best answer.

0 A. Network
0 B. Transport
0 C. DataLink
0 D. Physcd

Find the Answer p. 92

3. What version of SNMP would you use if you were primarily concerned with
performance and ease of use?Select the best answer.

O A. veson3
0 B. version2
0 C. vesonl
0 D. veson2c

Find the Answer p. 92
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Which two of the following are recommendations for securing VLAN's?Select the
best 2 answers.

0 A. Disableall non-trunk ports by configuring them with ‘switchport
mode access.

0 B. Utilizeprivate VLAN's.

[0 C. Disableal non-trunk ports by configuring them with 'switchport
trunk off',

0 D. Utlizethe 802.1Q native VLAN.
Find the Answer p. 92

Which one of the following describes the 802.1Q 'double tagging'?Sel ect the best
answer.

[0 A. 'doubletagging' iswhen aframeistagged once oningressto a
switch and then again on egress.

[0 B. ‘doubletagging'iswhen aframeistagged with both 802.1Q and

802.1P.

[0 C. ‘doubletagging' happenswhen aframeistagged twice one over the
other.

[0 D. ‘'doubletagging' happenswhen aframeistagged at one router then
tagged again at another.

Find the Answer p. 92

What is the correct syntax to change the native VLAN to 200?7Select the best
answer.

0 A. switch(config)#trunk native vian 200
[0 B. switch(config-if)#switchport trunk vian 200
0 C. switch(config-if)#trunk native vian 200

[0 D. switch(config-if)#switchport trunk native vlian 200
Find the Answer p. 92
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What feature is used to prevent a port from transitioning into a root port?Select the
best answer.

[0 A. Root Guard
1 B. Portfast
[1 C. Rootfast

[0 D. BPDU Guard
Find the Answer p. 92

What feature is used to disable an access port if trunk traffic is received on
1t?Select the best answer.

0 A. Root Guard
0 B. BPDU Guard
0 C. Rootfast

O D. Portfast

Find the Answer p. 92

What command is used to enable the feature which disables a port if DHCP
packets are received?Select the best answer.

O  A. switch(config)#p snooping dhcp

[0 B. switch(config-if)#ip dhcp snooping

0 C. switch(config)#p dhcp snooping

[0 D. switch(config-if)#ip snooping dhcp
Find the Answer p. 92
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10.

11.

What command would be needed to trust a port for DHCP snooping?Select the
best answer.
0 A. Nothing, al ports are trusted by default.
[0 B. switch(config-if)#ip dhcp trust snooping
O C. switch(config-if)#ip dhcp trust
[0 D. switch(config-if)ip dhcp snooping trust
Find the Answer p. 92
Referring to the exhibit; you configure a brand new router with the configuration
shown in the exhibit but notice that DAI is apparently not working correctly,
why?Select the best answer.
O A. Youmust enable DHCP snooping.
0 B. Youmust add an additional command: switch(config)ip arp
inspection on
[0 C. Theformat of thiscommand isincorrect, the following must be
entered: switch(config)#ip arp inspection 1-100
[0 D. Thiscommand is correct but must be entered in interface
configuration mode.
Find the Answer p. 92
Exhibit(s):
e
* router{config)#ip arp inspection vlan 1-100
- =
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12. What isthe behavior of a Cisco switch if the MAC address tableis full ?Select the
best answer.

O A. Theswitch will send the frames to the associated switch port.
0 B. Theswitchwill flood al frames out al interfaces.

[0 C. Theswitchwill drop all frames coming into the switch until it is
rebooted.

0 D. Theswitch will drop all frames coming into the switch until the
tableis not full anymore.

Find the Answer p. 92

13. Referring to the exhibit, you are trying to setup an Intrusion Detection System
(IDS) and need to configure a SPAN port. What is the correct configuration to
setup a SPAN port to listen to interface FastEthernet 0/2 and relay thistraffic to
interface FastEthernet 0/17Select the best answer.

O A. switch(config)#monitor session 1 source interface fastethernet 0/2
destination fastethernet 0/1

[0 B. switch(config-if)#monitor session 1 source (interface fastethernet
0/1)
switch(config-if)#monitor session 1 destination (interface
fastethernet 0/2)

0 C. switch(config)#monitor session 1 source interface fastethernet 0/1
switch(config)#monitor session 1 destination interface fastethernet
0/2

0 D. switch(config-if)#monitor session 1 source (interface fastethernet
0/2)
switch(config-if)#monitor session 1 destination (interface
fastethernet 0/1)

Find the Answer p. 92

Exhibit(s):
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What type of VLAN isused with private VLAN's and allows all usersto talk to
each other in the same group but not to other groups?Sel ect the best answer.

0 A.  Community VLAN

0 B. GroupVLAN

0 C. Isolated VLAN

[0 D. Comprehensive VLAN

Find the Answer p. 92

Which Cisco port security violation action is used to report when aviolation
occurs, and block al non-learned traffic?Select the best answer.

0 A. Log

0 B. Restrict
0 C. Protect
O D. Journa

Find the Answer p. 92
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16.

17.

18.

Which Cisco port security violation action is used to report when aviolation
occurs, and block all learned and non-learned traffic?Sel ect the best answer.

O A. Restrict

[0 B. Protect

0 C. Shutdown
0 D. Leaned

Find the Answer p. 92

Of the classifications which Cisco uses for secure port MAC addresses, which one
is used when you do not want to statically configure MAC-to-port assignments and
you want the assignments to stay on reboot?Sel ect the best answer.

[0 A. Dynamic Sticky Secure MAC Addresses
[0 B. Dynamic Secure MAC Addresses

0 C. Static Secure MAC Addresses

0 D. Sticky Secure MAC Addresses

Find the Answer p. 92

Of the classifications which Cisco uses for secure port MAC addresses, which one
is used when you do not want to statically configure MAC-to-port assignments and
you do not want the assignments to be able to be kept on reboot?Sel ect the best
answer.

0 A. Dynamic Secure MAC Addresses
[0 B. Persistent Secure MAC Addresses
0 C. Sticky Secure MAC Addresses

0 D. Static Secure MAC Addresses
Find the Answer p. 92
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19.

20.

21,

What command would be used if you wanted to limit the number of learned MAC
addresses per interface to 3?Select the best answer.

O A. switch(config-if)#switchport maximum 3

0 B. switch(config-if)#switchport port-security maximum 3
O C. switch(config)#switchport port-security max 3

0 D. switch(config)#switchport port-security maximum 3

Find the Answer p. 92

What command would you use if you wanted to configure a port to use dynamic
secure MAC addresses?Sel ect the best answer.

0 A. switch(config-if)#switchport port-security mac-address
mac-address

O B. switch(config-if)#switchport port-security mac-address sticky
mac-address

[0 C. Nocommand needed.
0 D. switch(config-if)#switchport port-security mac-address sticky
Find the Answer p. 92

What command would you use to configure a ports violation behavior to shutdown
the port?Select the best answer.

A. switch(config-if)#switchport port-security violation shutdown
B. switch(config)#switchport port-security violation shutdown
C. switch(config-if)#switchport port-security violation protect

[0 D. Nothing

Find the Answer p. 92
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22. What command would you use to configure a RADIUS server to be used on a
switch?Select the best answer.

0 A. switch(config)#radius-server host [hosthame | ip address]

[0 B. switch(config)#radius-server server [hostname | ip address]

[0 C. switch(config-server)#radius-server host [hostname | ip address]
[0 D. switch(config)#aaa radius-server host [hostname | ip address]

Find the Answer p. 92

23. When configuring 802.1x port authentication what is the default behavior whichis
used?Sel ect the best answer.

0 A. Forced-Unauthorized
0 B. Forced-Authorized

0 C. Auto

0 D. Authorized

Find the Answer p. 92

24. What command would you use to configure VLAN 66 asthe VLAN used for all
restricted traffic classified by 802.1x?Select the best answer.

[0 A. switch(config)#dotlx auth-fail vian 66

[0 B. switch(config-if)#aaa dotlx auth-fail vian 66
0 C. switch(config-if)#dotlx auth-fail vian 66

[0 D. switch(config)#aaa dotlx auth-fail vian 66

Find the Answer p. 93
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Chapter 7 _ _ _
|mplement the Cisco |OS firewall feature set using
SDM

1.  What isthe maximum number of interfaces which are supported on a transparent
firewall ?Select the best answer.

O A. three
O B. four
O C. five
0 D. two

Find the Answer p. 94

2. Intransparent firewalls what layer of traffic is able to be filtered?Select the best

answer.
0 A. Layer2and3
[0 B. Layer2,3and4
0 C. Layerl,2and3

0 D. Layerl, 2, 3and4
Find the Answer p. 94

3. Inapplication layer firewalls what layer of traffic is able to be filtered?Select the

best answer.
0 A. Layer2,3,4and6
0 B. Layer3,4,5and7
0 C. Layer3,4,5and6

[0 D. Layer2,3,4,5and7
Find the Answer p. 94
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a7

Which of the following are considered to be advantages for application layer
firewalls?Select the best 2 answers.

[
[
[
[

A. Requires aminimal amount of processor power.

B. Hastheability to monitor all services through a single application.
C. Canmonitor or filter application data.

D. Can provide detailed log information.

Find the Answer p. 94

When referring to a static stateless firewall, at what layer is all unknown traffic
alowed beforeit is filtered?Sel ect the best answer.

[
[
[
[

A. Layer3
B. Layer?2
C. Layer4d
D. Layer6

Find the Answer p. 94

On which ports does a stateful firewall operate?Select the best answer.

[ I R

A. Layer2 3,and4
B. Layer3,4and5
C. Laye3,4,and6
D. Layer2 3,4and6

Find the Answer p. 94
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What parts of the IP packet are monitored in order to keep track of state
information?Select the best answer.

0 A. UDPPort

0 B. RTP
0 C. RST
0 D. MAC

Find the Answer p. 94

Which of the following are used in order to track the state of a connection?Select
the best answer(s).

O A. UDPPort
0 B. TCP Sequence Numbers
0 C. SIPInformation

0 D. Destination Address
Find the Answer p. 94

Of the following options which are considered uses for a stateful packet filtering
firewall ?Select the best two answers.

0 A. A primary means for defense

[0 B. A secondary meansfor defense
0 C. Toimprove routing performance
0 D. Tohave more stringent controls

Find the Answer p. 94
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10. Of thefollowing, what are considered to be limitations of stateful firewalls?Select
the best answers.

A. Not al protocols are statel ess.

B. No ability to prevent application layer attacks.

C. Lack of Layer 3 support.

[0 D. Problemstracking protocols which use multiple connections.

OO

Find the Answer p. 94

11. Of thefirewall technologies, which have the ability to prevent state based
attacks?Sel ect the best answer(s).

0 A. Stateful Firewalls
[0 B. Application Layer Firewalls
[0 C. Application Inspection Firewalls

0 D. Static Firewalls
Find the Answer p. 94

12. Of thefirewall technologies, which have the ability to control attacks from java
and flash type plugins?Select the best answer.

0 A. Stateful Firewall

[0 B. Application Inspection Firewall
0 C. Trangparent Firewalls

0 D. Static Firewalls

Find the Answer p. 94
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Which of the following are considered to be weaknesses of application inspection
firewalls?Select the best answer.

0 A. Notawareof layer 5 states.

[0 B. Only provideslayer 7 protection.

0 C. Doesnot support user authentication.

0 D. Doesnot havethe ability to check layer 5 conformity.

Find the Answer p. 94

Of the following, which are considered to be uses for application inspection
firewalls?Select the best answer.

0 A. A primary means of defense.

0 B. Improve routing performance.

0 C. Defenseagainst DoS attacks.

[0 D. Most stringent control over security.

Find the Answer p. 94

Of the following, which is NOT considered a best practice for creating afirewall
practice?Select the best answer.

[0 A. Useaserver asafirewall.

[0 B. Segment security zones.

[0 C. Combinefirewall technologies.
[0 D. Only alow needed protocols.

Find the Answer p. 94
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16. What isthe name of the Cisco technology which is currently used for stateful
packet inspection?Select the best answer.

0 A. CBAC
[ B. SP

[ C. ACL

b D. GP

Find the Answer p. 94

17. Inwhat 10S version was Stateful Packet Inspection (SPI) introduced?Select the

best answer.
O A, 1244T
O B. 124(6)T
O C. 123(4)T

O D. 123(6)T
Find the Answer p. 94

18. Inwhat |OS version was zone based firewall features introduced?Sel ect the best

answer.

0 A, 1244T
0 B. 123(6)T
0 C.  123@4)T

0 D. 1246)T
Find the Answer p. 94
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19. When setting up zone based firewalls what is the number of zones asingle
interface can be in at the same time?Sel ect the best answer.

O A 1
0 B. 2
b C 3
J D. 6

Find the Answer p. 94

20. You aretrying to setup an interface into the 'public’ zone by using the
‘zone-member security public' command but keep getting the '% Security zone
name public not defined' message, why?Select the best answer.

[0 A. The'security zone public' command was not configured yet.

[0 B. The'zone security public' command was not configured yet.

0 C. The'zone-member' command syntax was incorrect

0 D. The'zone-member security public' command was not configured
yet.

Find the Answer p. 94

21. You are setting up a zone based firewall on a new router in your network and have
configured an interface into a zone. Y ou notice that no traffic is going in or out of
the interface anymore, why?Select the best answer.

[0 A. You have configured the interface into an incorrect zone.
[0 B. Your zones are not configured correctly.

[0 C. No other interfaces are configured in this zone and the default
behavior isto block all traffic from outside the zone.

[0 D. Anocther firewall technology is configured blocking this traffic.
Find the Answer p. 94
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22. Referring to the exhibit, you are trying to configure a policy between your DMZ
network and the Internet. When configuring a policy you find it impossible to
apply apolicy to perform this task, why?Select the best answer.

[0 A. Your zones were setup incorrectly.

[0 B. A classmust be setup first.

[0 C. A parameter map must be setup first.
O D

It is not possible for traffic to flow between an interface in azone
and an interface not in a zone.

Find the Answer p. 94

Exhibit():

FastEthernet 0/2

Zone Inside Zone Internat

FastEthernet 0/0 FastEthernet 0/1
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23. Referring to the Exhibit, what are the steps which are required to get into this
screen?Select the best answer.

0 A. Configure
Firewall and ACL
Basic Firewall
L aunch the selected task

0 B. Configure
Firewall and ACL
Basic Firewall

[0 C. Firewdl and ACL
Basic Firewall
Launch the selected task

[0 D. Configure
Firewall and ACL
Advanced Firewall
L aunch the selected task

Find the Answer p. 94

Exhibit(s):

"% SDM Launch Page (192.168.1.95) - Windows Internet Explorer

(oK Rl € fil=///C:/Programs:20Files/ Cisco%20Systems,/ Cisco%:20SDM/ common/commen/runAPP shtmiPROUTER=192.168.1 95&SDMONP C= C:/Programe20Files/Ciscoséz w | 42| x | Live search e
- - | £B Cisco Router and Security Device Manager (SDM): 192.168.1.95 (= Er =
Go de | 5M Lounchpag [ Fl2_EGE View Todlokelp | b+ |2 Page = 3 Tools » 7

Firewall Wizard - o vlualn
i Basic Firewall Configuration Wizard cisco
Firewall Wizard i

Basic Firewall will allow you secure your Internet access router fast and easily. It
use pre-defined rules to allow private network users to access the Internet, and
protects your private network from the most commaon outside attacks

e Case Scenario

Basic Firawall:

*Applies default policies to inside (trustad) and outside (Untrusted) zones

= Inspect TGP, UDP and other protocols from inside zone to outside zone, as well as
router-generated ICMP trafiic

*Block hitp port-misuse for im,p2p as well as block all msn, yahoo, a0l servers and
witite the eventto lag

*Deny traffic from outside zones to inside zones

To continue, click Next.

s e I I

How do |

How Do | Configure a Firewall on an Unsupported Interface? :J Go

Rdditional Tasks

Firewall and ACL 14:49.00 UTC Sun Oct 19 2008 ®100% ~

Applet com.cisco.nm.util.sgz.Load],
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24. Referring to the Exhibit, what are the steps which are required to get into this
screen?Select the best answer.

0 A. Configure
Firewall and ACL
Basic Firewall
L aunch the selected task

0 B. Configure
Firewall and ACL
Basic Firewall

[0 C. Firewdl and ACL
Basic Firewall
Launch the selected task

[0 D. Configure
Firewall and ACL
Advanced Firewall
L aunch the selected task

Find the Answer p. 95

Exhibit(s):

"% SDM Launch Page (192.168.1.95) - Windows Internet Explorer
- < "
@ file:///C:/Program:20Files/Cisco% !

Firewall Wizard

i ( 5 »
wodke | (€ SDM Launch Pa; Advanced Firewall Configuration Wizard v i3k Page v i Tools v
— Firewall Wizard — A e i i
Advanced Firewall allows you to secure your private network in the following (1 l Il l [}
wiays: It allows private network users to access the Internet; it protects your CISco )

router and private network from the outside attacks; it allows vou to configure
managed semvices in DMZ that are accessible from the Internet.

Advanced Firewall

* Applies default policies to inside(trusted), outsideduntrusted) and DMZ zones.

*Inspect TGP UDP and other protocols from inside zone to outside zone, as well as
router-generated ICMP traffic

= Block http port-misuse for im,p2p as well as block all msn, yahoo, a0l servers and
write the eventto log.

* Deny fraffic from outside zones to inside zones

To continue, click Mext.

Cancel | Help

How do | ? +| Go
e Taa How Do | Configure a Firewall on an Unsupported Interface’ J
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25. Referring to the Exhibit, what are the steps which are required to get into this
screen?Select the best answer.

0 A. Configure
Firewall and ACL
Add
New Zone Policy

0 B. Configure
Firewall and ACL
Edit Firewall Policy
Add
New Zone Policy

0 C. Configure
Edit Firewall Policy
Add
New Zone Policy

0 D. Configure
Firewall and ACL
Advanced Firewall
Edit Firewall Policy
Add
New Zone Policy

Find the Answer p. 95
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" SDM Launch Page (192.168.1.95) - Windows Internet Explorer

Live Search 2~
|

Rl € file///C:/Programse20Files/ Cisco%205y isc0%20SDM/commen/common/runAPP shtmPROUTER=192.168.1 85 &SDMONPC = C/Program %20Files/Cisco%Z = | 41| %

e Favorices | Add a Rule =1

g T >
©r 4r | @ SDMLaunch Pa Source Zone: Page v i Tools v

Destination Zone:

Source and Destination |Metwork  ~ i
Traffic Name: Move Up Move Down

‘ Source Network | Destination Network Add...

alaln
cisco

- | = Rule Diagram

Edit... Action

Rule Options l

Delete

Senvice =

Service Name up Down

[#)--5DM Defined Service -

E)-Protocol List |

HTTR iil

™ - Add >

-P2P

EMail

t-General
Network Services

- Tunneling
Naming Services

Action: Permit Firewall ~ Advanced v

oK ] Cancel ] Help ] i

T ———— e ————]
£3'62 Components .. | [\ domams.tdt - Not. ] Dynamips.

outerand ... | fad Clipboard0? - Irfa...
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26. Referring to the Exhibit, what are the steps which are required to get into this
screen?Select the best answer.

0 A. Configure
Firewall and ACL
Add
New Zone Policy

0 B. Configure
Firewall and ACL
Edit Firewall Policy
Add
New Zone Policy

0 C. Configure
Firewall and ACL
Edit Firewall Policy
Add
New Zone Policy
Add

0 D. Configure
Firewall and ACL
Basic Firewall
Edit Firewall Policy
Add
New Zone Policy

Find the Answer p. 95
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/= SDM Launch Page (192.168.1.95) - Windows Internet Explorer

iles/Cis isct

APP.shtmI?ROUTER=192.168.1 95&SDMONPC=C:/Program %e20Files/Cisco%aZ ~ 3| %

File~Edit 2 [ Cisco Router and Security Device Manager (SDM); 192.168.1.95

(=N

W |{9 SDM Launch Pag|| Add a Rule

[ sz ) ~ [ Page ¥ &} Tools v

Source Zone: ¥
Destination Zone: 7 &

abaln |
cisco

Add Traffic — o~

‘ Action

REIEQM action Include -

Source

Type 4 Network =
IP Address 19216820
Wildcard Mask 0.0.0.255] E

( Mask bit 0 - Must match )
{ Maskbit 1 - Don't care)

oK |

Cancel Help

Rule Options |

Type Any IP Address =

Action Permit Firewall = Advanced &

I oy

oK | Cancel

Help |

Apply Changes | Discard Changes
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Chapter 8 _ _
|mplement the Cisco 10S IPS feature set using SDM

1.  Which of thefollow is NOT a detection method for |PS?Select the best answer.

0 A. Honey Pot

[0 B. Signature-Based
0 C. Anomay-Based
0 D. Heuristic-Based

Find the Answer p. 96

2. Which of the following IPS/IDS detection methods is used as alure to attackers so
they will waste time attacking an artificial target?Select the best answer.

O A. Honey Pot

[0 B. Signature-Based
0 C. Anomaly-Based
0 D. Policy-Based

Find the Answer p. 96

3.  Of the following detection methods, which is considered the primary method used
for IPS/IDS technologies?Sel ect the best answer.

0 A. Honey Pot

[0 B. Signature-Based
0 C. Anomaly-Based
[0 D. Policy-Basad

Find the Answer p. 96
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Which of the following IPS/IDS detection methods creates a baseline condition on
anetwork over aperiod of time and creates alarms based on the traffic differing
from this created baseline?Select the best answer.

J A. Honey Pot

0 B. Signature-Based
0 C. Anomaly-Based
0 D. Policy-Based

Find the Answer p. 96

When dealing with Cisco equipment what type of 1PS does the Cisco Security
Agent (CSA) provide?Select the best answer.

O A.  NIPS
0 B. DMZ
[J C. NIDS
0 D. HIPS

Find the Answer p. 96

What is the fundamental difference between an IPS and IDS?Select the best
answer.

O A. ANIPSisableto pro-actively protect you while an IDS does not.

0 B. AnIDSisused to detect intrusions and the IPS are used to protect
from those detected intrusions.

0 C. AnlIDSisableto pro-actively protect you while an IPS does not.

0 D. AnIPSisused to detect intrusions and the IDS are used to protect
from those detected intrusions.

Find the Answer p. 96
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What solution would be best if alarge amount of your network traffic was
encrypted and you were concerned with encrypted malicious traffic?Select the best

answer.

0 A.
0 B.
0 C.
0 D.

NIDS
HIPS
IPSD

NIPS

Find the Answer p. 96

What are the two types of interfaces which are located on a network sensor?Sel ect

the best two answers.
[0 A. Ethernet Interface
[0 B. Loopback Interface
[0 C. Command and Control Interface
0 D. Monitoring Interface

Find the Answer p. 96

What type of sensor operating mode requires the use of more then one monitoring
interface?Sel ect the best answer.

0 A.
0 B.
0 C.
0 D.

Inline Mode
Promiscuous Mode
Unrestricted Mode
Dual-Homed Mode

Find the Answer p. 96
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10.

11.

12.

What type of sensor operating mode only requires the use of one port?Select the

best answer.
[0 A. Inline Mode
[1 B. Promiscuous Mode
[0 C. Restricted Mode
[0 D. SingleeHomed Mode

Find the Answer p. 96

What type of signature uses a set of rulesto recognize how certain protocols
should behave?Select the best answer.

[
[
[
[

A. Exploit Signatures

B. String Signatures

C. Connection Signatures
D. DoS Signatures

Find the Answer p. 96

What type of signature looks for signs of extraordinary resource consumption and
flags this behavior?Select the best answer.

[
[
[
[

A. Exploit Signatures

B.  String Signatures

C. Connection Signatures
D. DoS Signatures

Find the Answer p. 96
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13. What isthe preferred security method to log information between 1PS clients and
servers?Select the best answer.

14,

15.

[
[
[
[

A.
B.
C.
D.

SDEE
syslog
SNMP
SMTP

Find the Answer p. 96

What is the name of the file which contains threat signatures?Select the best

answe.
O A.
O B.
0o C.
0 D.

Cisco Signature File (CSF)

Signature Definition File (SDF)

Universal Signature Definition File (USDF)
Security Definition File (SDF)

Find the Answer p. 96

When a | PS signature triggers an alarm there are a number of different responses
which can be used, which of the following is NOT one of these options?Select the

best answer.

O OO

A.
B.
C.
D.

Reset the TCP Connection
Create alog entry

Block the attackers UDP port
Block the attackers IP Address

Find the Answer p. 96
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16. Referring to the exhibit, what are the steps that need to be followed to reach this
screen?Select the best answer.

[1 A. Intrusion Protection
Launch IPS Rule Wizard

0 B. Configure
Additional Tasks
Intrusion Protection
Launch IPS Rule Wizard

0 C. Configure
Intrusion Protection
Edit IPS
Launch IPS Rule Wizard

[0 D. Configure
Intrusion Protection
Launch IPS Rule Wizard

Find the Answer p. 96
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&) Moxzilla Fircfox
File Edit View History Bookmarks Iools Help

== %]

oD - | | BB Cisco Router and Security Device Manager (SDM): 192.168.1.95 -

|F\Ie Edit View Tools Help

' Dashboard - Pearson T... &, wendell's blog . IP9258 (5 =
@ Dissbler £ Cookiess || CS5+ = Forms+ 4 Images~ &[ S olcies Wizard - - ) A = aliai
IPS Wizard Welcome to the IPS Policies Wizard Cisco
Thig wizard helps you to configure the IPS rules for an interface and {o specify the

Incation ofthe configuration and the signature file

AW This wizard will assistyou in configuring the fallowing tasks:
| *Selectthe interface to apply the IPS rule

* Select the traffic flow direction that should be inspected by the IPS rules.

1Nen>l Finis ] Gancel} Help 1’
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17. Referring to the exhibit, what are the steps that need to be followed to reach this
screen?Select the best answer.

0 A. Configure
Intrusion Protection
Edit IPS
Edit
Select ..."
Create anew rule (ACL) and select...

0 B. Configure
Intrusion Protection
Edit IPS
Select ...
Create anew rule (ACL) and select...

0 C. Intrusion Protection
Edit IPS
Edit
Select ...’
Create anew rule (ACL) and select...

[0 D. Configure
Intrusion Protection
Edit IPS
Edit
Create anew rule (ACL) and select...

Find the Answer p. 96
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) Firefox =@ X

File Edit View History Bookmarks Tools Help
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2 @ tene Bgy Oorfiaue S| et Search Help

€isco

le B Disable Al

VFR status

Description

s rule. IPS will scan all Inbound
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~ Both Add a Rule
Inbound Filtar: MName/Number: Type:
A | Extended Rule -
¥ Enabl Description:
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Rule Entry
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. Specify Signature| | I
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18. Referring to the exhibit, what are the steps that need to be followed to reach this
screen?Select the best answer.

0 A. Configure
Intrusion Protection
Edit IPS
SEAP Configuration
Global Engine

[0 B. Configure
Intrusion Protection
Edit IPS
SEAP Configuration
Edit
Global Engine

0 C. Configure
Intrusion Protection
SEAP Configuration
Edit
Global Engine

[0 D. Configure
Intrusion Protection
Edit IPS
Edit
Global Engine

Find the Answer p. 96
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File Edit View History Bookmarks Iools Help
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Intrusion Prevention System (IPS)
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2 Auto Update

I~ Enable Engine Fail Closed

Syslog

§3 GEAP Configuration

SDEE
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i Taretalue Rating engine. Enable this option to make 10 drop packets during the

SDEE Massal

3 Event Action Overrides SDEE Subscrf
Engine Options

Fail Closed

compilation process.
Event Actian Filters

& Signatures

¥

Deny Action of

curty Audit

), J

Fouting

s

NAT

Additional T:

SEAP Options
Global Deny T |

T Enable deny action on IPS interface
Cherck this option if this router is performing load-balancing. [t allows
108 o create ACL filters on the same interface onwhich IPS rules are
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afthe interface on which the offending packet arived

Edit IPS Prereqd|
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Selected Cateq
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19. Referring to the exhibit, what are the steps that need to be followed to reach this
screen?Select the best answer.

0 A. Configure
Intrusion Prevention
Signatures
Add New

0 B. Configure
Intrusion Prevention
Edit IPS
Signatures
Add

0 C. Configure
Intrusion Prevention
Edit IPS
Signatures
Add
Add New

0 D. Configure
Intrusion Prevention
Edit IPS
Signatures
Add New

Find the Answer p. 96
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File Edit View History Bookmarks Iools Help

A g | B ter and Security Devi DM). 192.166.1.95 p— l=lE] )
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Signature 1D 60000 E
SubSignature ID: 0
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® Sig Description. b I“
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W Alert Traits:
M Release: custom
Engine: Please choose one.. ~
@ Event Counter.
W Event Count: 1
[l Event Count Key: Attacker address
Specify Alert Interval:  No  »
B Parameter uses the Default Value. Click the icon to edit the value
@ Parameter uses a User-Defined Value. Click the icon to restore the defaultvalue
OK Cancel Help &
= E—

20. Referring to the exhibit, what are the steps that need to be followed to reach this
screen?Select the best answer.

O A. Configure
Intrusion Prevention
IPS Migration
Add
Launch IPS Migration Wizard

[0 B. Configure
IPS Migration
Launch IPS Migration Wizard

[0 C. Intrusion Prevention
IPS Migration
Launch IPS Migration Wizard

0 D. Configure
Intrusion Prevention
IPS Migration
Launch IPS Migration Wizard

Find the Answer p. 96
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Exhibit(s):
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* Bpecifing the signatura file and the public key to configure

To continue, click Next.

Cancel Help.

22:26:51 UTC Thu Oct 23 2008 é‘ E

EXAM
MANUAL

IJHINHII]LES www.learnsmartsystems.com 1-800-418-6789 Practiée Exams Audio Training Exam Manual ~ Video Training


http://www.learnsmartsystems.com
http://www.learnsmartsystems.com/products/exams/view-practice-exams.aspx
http://www.learnsmartsystems.com/products/audio/view-audio-training.aspx
http://www.learnsmartsystems.com/products/mega-guides/view-mega-guides.aspx
http://www.learnsmartsystems.com/products/video/view-video-training.aspx

Implement the Cisco |OS IPS feature set using SDM 73

21. Referring to the exhibit, what are the steps that need to be followed to reach this
screen?Select the best answer.

0 A. Configure
Intrusion Prevention
Edit IPS
Enable

0 B. Configure
Intrusion Prevention
Enable IPS

0 C. Configure
Intrusion Prevention
Edit IPS
Enable IPS

[0 D. Configure
Intrusion Protection
Edit IPS
Enable

Find the Answer p. 96

) Moxilla Firefox @ x
File Edit View History Bookmarks Tools Help

A om (| [ER Cisco Router and Security Device Manager (SDM); 192.168.1.95 - l=l=] = |
oy Fil Edit Vi Tool: Helj
¥ Dashboard - Pearson T... 31 wendellsblog . 1P9258 (3 || 1o =20 Mo Tools Rel
© Discble & Cookies” |1 €55+ & Forms~ ) Images @ | @) Home % confue E o @ ] Q ? alaf
Refresh ch. Help. cisco
— ; Enable IPS on an Interface - FastEthermet0/0 e
Tasks . Intrusion Prevention Systc fiilmmisibaibaleatos i 20aiasis e
e « Hoi » r
& Greate IP8 | EditIPS | Securly D Boify i SR

EL 1Ps Palicies =5
Fh Global Settings
W8 Auto Update Outbound Filter: = =
§% SEAP Configuration
28 TargetValue Rating
Event Action Overrides

[F: Event Action Filters
% Signatures ~ Enable fragment checking on other interface(s)

Inbound Filter:

[¥ Enable fragment checking on this interface

HWhen nofilter is specified, IPS scans all trafiic

Select interface(z) onwhich inbound traffic may arrive.

F;.;Hjtm W Serial1/0 B
. I~ FastEthemnet3it

ﬂqﬁﬁ- I Serial1/3 L
: I FastEthemet3/0

Iv Serial1/2 b

Iv FastEthemetdi -

~ Specify Signature File

105 IPS is configured with SOF version S0.0. To update the
router with a new signature file, select a signature file

Signature File: =

Rdditional Tasks oK l Cancel l Help ! b
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22. Referring to the exhibit, what are the steps that need to be followed to reach this
screen?Select the best answer.

0 A. Configure
Intrusion Prevention Configure
Intrusion Prevention
Edit IPS
Event Action Filters
Add
Event Action Filters
Add

[0 B. Configure
Intrusion Prevention
Edit IPS
Event Action Overrides
Add

0 C. Configure
Intrusion Prevention
Event Action Filters
Add

O D. Intrusion Prevention
Edit IPS
Event Action Filters
Add

Find the Answer p. 96
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File Edit View History Bookmarks Iools Help

QR C X & = (1 [ |

¥’ Dashboard - Pearson T... &, wendells blog . IP9258 (3
(&) Disable /& Cookiess | CS5+ -] Forms+ [ Images- ()
g

a
[ER Cisco Router and Security Device Manager (SDM): 192.168.195 - == =
File Edit View Tools Help
@ rome % Cenfigure ﬂ Maiter o L ? alealh,
! Refiesh  Save  Search Help cisco

Tasks

IPS Rules

Name:
Enabled:

Signature ID:

SubSignature ID:

Altacker Address:

Attacker Port:

Victim Address:

Victim Port:

Risk Rating:

Actions to Subtract:

Stop on Match:

Comments:

Q00000
“Yes { No

900-65535

0-255

0.0.0.0-255 255 265 265

0-65535

0.0.0.0-255 255 2656 265

085525
Minimum Maximum
0 - 100

Deny Attacker Inline
Deny Connection Inline
Deny Packet Inline
Produce Alert

Reset Tep Connection

© Yes { No

Cancel Help

rs are responsible for subtracting actions based onthe current

, atacker address, and the ERR.

D ‘ SubSig ID |Aﬂauker#\ddress ‘ Attacker
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23. Referring to the exhibit, what are the steps that need to be followed to reach this
screen?Select the best answer.

0 A. Configure
Intrusion Prevention
Edit IPS
Event Action Filters
Add

[0 B. Intrusion Prevention
Edit IPS
Event Action Overrides
Add

0 C. Configure
Intrusion Prevention
Edit IPS
Event Action Overrides
Add

0 D. Configure
Intrusion Prevention
Event Action Overrides
Add

Find the Answer p. 96
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Chapter 9 _ _ _ _
|mplement site-to-site VPNs on Cisco Routers using
SDM

1. Of the different types of encryption classes which type employs two separate

keys?Select the best answer.
0 A. Symmetric encryption
[0 B. Geometric encryption
0 C. Multi-Key Encryption

0 D. Asymmetric encryption
Find the Answer p. 97

2. Which symmetric encryption algorithm offers the key sizes 112-bit and
156-bit?Sel ect the best answer.

[ A. 3DES
0 B. AES
J C. DES
0 D. MD5

Find the Answer p. 97

3. Which of thefollowing is NOT considered a difference between Block ciphers and
Stream ciphers?Select the best answer.

A. Block ciphers use fixed-length sized encryption sections.
B. Block ciphers are more efficient.

C. Stream ciphers are generdly faster.

0 D. Block cipher output is larger then stream ciphers.

O OO

Find the Answer p. 97
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Of the following which is considered a common stream cipher mode?Select the
best answer.

A. Electronic Code Book (ECB)
B. Output Stream Feedback (OSF)
C. Cipher Feedback (CFB)

0 D. Cipher Block Chaining (CBC)

Find the Answer p. 97

OO

Of the following which is considered a common block cipher mode?Select the best
answer.

[0 A. Cipher Feedback (CFB)
[0 B. Electronic Block Book (EBB)
0 C. Output Feedback (OFB)

0 D. Electronic Code Book (ECB)
Find the Answer p. 97

Which of the following is not considered to be a recommendation when securing
data with the DES algorithm?Sel ect the best answer.

0 A. UseECB mode

[0 B. ChangeKeys Frequently

0 C. UseCBCMode

0 D. Usesecurechannel to communicate keys

Find the Answer p. 97
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In what 10S version was AES introduced?Sel ect the best answer.

0 A, 123013)T
0 B. 122(13)T
0 C  1220T

O D. 123(2T
Find the Answer p. 97

Of the following algorithms which is one of the three algorithms used to make up a
digital signature?Select the best answer.

[0 A. Rijndagl Algorithm

[0 B. Signature generation algorithm
[0 C. Signature verification algorithm
[0 D. Key verification algorithm

Find the Answer p. 97

Of the following encryption types which is used in symmetric encryption?Sel ect
the best answer.

O A. DiffieeHellman
0 B. DSA
0 C. ECC
0 D. DES

Find the Answer p. 97
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10.

11.

12.

Of the following encryption types which is used in asymmetric encryption?Sel ect
the best answer.

O A. DiffieeHellman
0 B. AES

O C. Blowfish

0 D. DES

Find the Answer p. 97

Of the following which isNOT considered to be a use of a X.509 certificate?Sel ect
the best answer.

0 A. Webste Authentication
0 B. Wireless Security
0 C. [|IPSecVPN's

[0 D. Client Certificates
Find the Answer p. 97

Which of the following is not considered to be a caveat of PK1?Select the best
answer.

0 A. UserPrivate Key Stolen.
0 B. Server Private Key Stolen.
0 C. Client Public Key Stolen.

[0 D. Certificate Authority (CA) Compromised.
Find the Answer p. 97
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13. Of the different types of protections that 1PSec provides which one verifies that
each party iswho they say they are?Select the best answer.

O A. Confidentialy
0 B. Verification

0 C. Integrity

0 D. Authentication

Find the Answer p. 97

14. Of the different types of protections that |PSec provides which one verifies that the
data has not been modified in transit?Sel ect the best answer.

0 A. Integrity

0 B. Verification

O C. Confidentiality
0 D. Authentication

Find the Answer p. 97

15. Which of the IKE modes uses three packets for security parameter
exchange?Sel ect the best answer.

O A. Quick Mode

[0 B. Aggressive Mode
0 C. Norma Mode

0 D. ManMode

Find the Answer p. 97
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16. What isthe protocol number of the protocol which provides |PSec authentication
and integrity capabilities as well as encryption capabilities?Select the best answer.

O A. 51
[J B. 48
b C. 50
[ D. 49

Find the Answer p. 97

17. Which of the following hashing algorithmsis considered preferred?Select the best

answer.
0 A. MD5
[0 B. WHIRLPOOL
0 C. MD6
0 D. SHA

Find the Answer p. 97

18. Referring to the exhibit, you are trying to configure 1PSec encryption between the
192.168.1.0/24 and 192.168.2.0/24 networks and have entered this configuration.
This configuration is not working for you why?Select the best answer.

[0 A. Noaccesslist isdefined.

[0 B. Thepeer addresses are set incorrectly.

0 C. Thisconfiguration is configured on the wrong routers.
[0 D. Thegroup keyword must have group 1 listed.

Find the Answer p. 97
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T “F, 172.16.1.1 P o PR 5o
mﬁljﬁ&‘l,‘l \i.:-/ ;‘\...fd_..‘:-/ 192.168.2.1 Mj
LRI 192168.1.2 QP 1721612 P 192:168.2.2 QUETIRD)

R2 | R3

|

crypto isakmp policy 1 | crypto isakmp policy 1

encr aes 256 : encr aes 256

authentication pre-share | authentication pre-share

group 2 | group 2

crypto isakmp key ipsec-key address 172.16.1.2

|
|
crypto ipsec transform-set TEST-SET esp-aes esp-sha-hmac
|

| crypto map rtr-to-rtr 10 ipsec-isakmp
| setpeer172.16.1.2

| settransform-set TEST-SET

I

| interface Serial1/0
ip address 172.16.1.1 255.255.255.252
crypto map rtr-to-rtr

-
-

f 3

| Crypto isakmp key ipsec-key address 172.16.1.1
!
1
| crypto ipsec transform-set TEST-5ET esp-aes esp-sha-hmac
1!
| crypto map rtr-to-rtr 10 ipsec-isakmp
| setpeer172.16.1.1
: set transform-set TEST-SET
|

| interface Seriall/0
ip address 172.16.1.2 255.255.255.252
crypto map rtr-to-rtr

-
-

~

19.

Referring to the exhibit, you are trying to configure 1PSec encryption between the
192.168.1.0/24 and 192.168.2.0/24 networks and have entered this configuration.

This configuration is not working for you why?Select the best answer.

L A.
[ B.
L C.
I D.

Find the Answer p. 97
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= e 172,161
M

i:‘ -a:,\l 192.168.1.1

G

192.168.1.2

"’:..:‘ 192.168.2.1 “’:..:‘
o 192.168.2.2

| R2
]

! crypto isakmp pelicy 1

encraes 256

} authentication pre-share

| group2

| cryptoisakmp key ipsec-key Ci5cO address 172.16.1.2
i

!
crypto ipsec transform-set TEST-SET esp-aes esp-sha-hmac

!
crypto map rtr-to-rtr 10 ipsec-isakmp
set peer 172.16.1.2
match address 101
| settransform-set TEST-SET

1
: interface Serial1/0
| ipaddress 172.16.1.1 255.255.255.252
: crypto map rtr-to-rtr

| access-list 101 permitip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255

- -
=

l.(_

R3

crypto isakmp policy 1
encr aes 256
authentication pre-share
group 2

| Crypte isakmp key ipsec-key CiScO address 172.16.1.1

1

T
| crypto ipsec transform-set TEST-SET esp-aes esp-sha-hmac
1!
| crypto map rtr-to-rtr 10 ipsec-isakmp

| setpeer 172.16.1.1

| match address 101

: set transform-set TEST-SET

1

| interface Seriall/0
| ip address 172.16.1.2 255.255.255.252
crypto map rtr-to-rtr

|
; access-list 101 permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255
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Answers. Chapter 1

1A Review Question p. 2 Detailed Explanation p. 99
2.B Review Question p. 2 Detailed Explanation p. 99
3.C Review Question p. 2 Detailed Explanation p. 99
4.D Review Question p. 3 Detailed Explanation p. 100
5A Review Question p. 3 Detailed Explanation p. 100
6.B Review Question p. 3 Detailed Explanation p. 100
7.C Review Question p. 4 Detailed Explanation p. 101
8.D Review Question p. 4 Detailed Explanation p. 101
9.A Review Question p. 5 Detailed Explanation p. 102
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Answers. Chapter 2

1.B Review Question p. 6 Detailed Explanation p. 103
2.C Review Question p. 6 Detailed Explanation p. 103
3.D Review Question p. 6 Detailed Explanation p. 103
4. A Review Question p. 7 Detailed Explanation p. 104
5B Review Question p. 7 Detailed Explanation p. 104
6.C Review Question p. 7 Detailed Explanation p. 104
7.D Review Question p. 8 Detailed Explanation p. 105
8. A Review Question p. 8 Detailed Explanation p. 105
9.B Review Question p. 9 Detailed Explanation p. 106
10.C Review Question p. 10 Detailed Explanation p. 106
11.D Review Question p. 10 Detailed Explanation p. 106
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Answers. Chapter 3

1A Review Question p. 11 Detailed Explanation p. 108
2.B Review Question p. 11 Detailed Explanation p. 108
3.C Review Question p. 12 Detailed Explanation p. 108
4.D Review Question p. 12 Detailed Explanation p. 109
5A Review Question p. 13 Detailed Explanation p. 109
6.B Review Question p. 13 Detailed Explanation p. 109
7.C Review Question p. 14 Detailed Explanation p. 110
8.D Review Question p. 14 Detailed Explanation p. 110
9.A Review Question p. 14 Detailed Explanation p. 111
10.B Review Question p. 15 Detailed Explanation p. 111
11.C Review Question p. 16 Detailed Explanation p. 111
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Answers. Chapter 4

1.D Review Question p. 17 Detailed Explanation p. 113
2. A Review Question p. 17 Detailed Explanation p. 113
3.B Review Question p. 18 Detailed Explanation p. 113
4.C Review Question p. 18 Detailed Explanation p. 114
5D Review Question p. 18 Detailed Explanation p. 114
6. A Review Question p. 19 Detailed Explanation p. 114
7.B Review Question p. 19 Detailed Explanation p. 115
8.C Review Question p. 19 Detailed Explanation p. 115
9.D Review Question p. 20 Detailed Explanation p. 115
10. A Review Question p. 21 Detailed Explanation p. 116
11.B Review Question p. 22 Detailed Explanation p. 116
12.C Review Question p. 23 Detailed Explanation p. 116
13.D Review Question p. 24 Detailed Explanation p. 117
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Answers. Chapter 5

1.AB Review Question p. 25 Detailed Explanation p. 118
2.C,D Review Question p. 25 Detailed Explanation p. 118
3.A Review Question p. 26 Detailed Explanation p. 118
4.B Review Question p. 26 Detailed Explanation p. 119
5C Review Question p. 27 Detailed Explanation p. 119
6.D Review Question p. 28 Detailed Explanation p. 119
7. A Review Question p. 30 Detailed Explanation p. 120
8.B Review Question p. 30 Detailed Explanation p. 120
9.C Review Question p. 31 Detailed Explanation p. 120
10.D Review Question p. 31 Detailed Explanation p. 120
11. A Review Question p. 31 Detailed Explanation p. 121
12.B Review Question p. 32 Detailed Explanation p. 121
13.C Review Question p. 32 Detailed Explanation p. 121
14.D Review Question p. 34 Detailed Explanation p. 122
15. A Review Question p. 36 Detailed Explanation p. 122
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Answers. Chapter 6

1.B Review Question p. 37 Detailed Explanation p. 124
2.C Review Question p. 37 Detailed Explanation p. 124
3.D Review Question p. 37 Detailed Explanation p. 124
4.A,B Review Question p. 38 Detailed Explanation p. 125
5C Review Question p. 38 Detailed Explanation p. 125
6.D Review Question p. 38 Detailed Explanation p. 125
7. A Review Question p. 39 Detailed Explanation p. 126
8.B Review Question p. 39 Detailed Explanation p. 126
9.C Review Question p. 39 Detailed Explanation p. 126
10.D Review Question p. 40 Detailed Explanation p. 127
11. A Review Question p. 40 Detailed Explanation p. 127
12.B Review Question p. 41 Detailed Explanation p. 128
13.C Review Question p. 42 Detailed Explanation p. 128
14. A Review Question p. 42 Detailed Explanation p. 128
15.B Review Question p. 42 Detailed Explanation p. 129
16.C Review Question p. 43 Detailed Explanation p. 129
17.D Review Question p. 43 Detailed Explanation p. 129
18. A Review Question p. 43 Detailed Explanation p. 130
19.B Review Question p. 44 Detailed Explanation p. 130
20.C Review Question p. 44 Detailed Explanation p. 131
21.D Review Question p. 44 Detailed Explanation p. 131
22. A Review Question p. 45 Detailed Explanation p. 131
23.B Review Question p. 45 Detailed Explanation p. 132
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24.C Review Question p. 45 Detailed Explanation p. 132
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Answers. Chapter 7

1.D Review Question p. 46 Detailed Explanation p. 133
2. A Review Question p. 46 Detailed Explanation p. 133
3.B Review Question p. 46 Detailed Explanation p. 133
4.C,D Review Question p. 47 Detailed Explanation p. 134
5A Review Question p. 47 Detailed Explanation p. 134
6.B Review Question p. 47 Detailed Explanation p. 135
7.C Review Question p. 48 Detailed Explanation p. 135
8.B,D Review Question p. 48 Detailed Explanation p. 135
9.A,C Review Question p. 48 Detailed Explanation p. 136
10.B,D Review Question p. 49 Detailed Explanation p. 136
11.A,C Review Question p. 49 Detailed Explanation p. 136
12.B Review Question p. 49 Detailed Explanation p. 137
13.C Review Question p. 50 Detailed Explanation p. 137
14.D Review Question p. 50 Detailed Explanation p. 137
15. A Review Question p. 50 Detailed Explanation p. 138
16.B Review Question p. 51 Detailed Explanation p. 138
17.C Review Question p. 51 Detailed Explanation p. 139
18.D Review Question p. 51 Detailed Explanation p. 139
19. A Review Question p. 52 Detailed Explanation p. 139
20.B Review Question p. 52 Detailed Explanation p. 140
21.C Review Question p. 52 Detailed Explanation p. 140
22.D Review Question p. 53 Detailed Explanation p. 140
23. A Review Question p. 54 Detailed Explanation p. 141
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24.D Review Question p. 55 Detailed Explanation p. 141
25.B Review Question p. 57 Detailed Explanation p. 141
26. C Review Question p. 59 Detailed Explanation p. 142

—
Practice Exam

| PSS
otk lﬁ

www.learnsmartsystems.com 1-800-418-6789 Practice Exams Audio Training Exam Manual ~ Video Training



http://www.learnsmartsystems.com
http://www.learnsmartsystems.com/products/exams/view-practice-exams.aspx
http://www.learnsmartsystems.com/products/audio/view-audio-training.aspx
http://www.learnsmartsystems.com/products/mega-guides/view-mega-guides.aspx
http://www.learnsmartsystems.com/products/video/view-video-training.aspx

Implement site-to-site VPNs on Cisco Routers using SDM 96

Answers. Chapter 8

1.D Review Question p. 60 Detailed Explanation p. 143
2. A Review Question p. 60 Detailed Explanation p. 143
3.B Review Question p. 60 Detailed Explanation p. 143
4.C Review Question p. 61 Detailed Explanation p. 144
5D Review Question p. 61 Detailed Explanation p. 144
6. A Review Question p. 61 Detailed Explanation p. 144
7.B Review Question p. 62 Detailed Explanation p. 145
8.C,D Review Question p. 62 Detailed Explanation p. 145
9.A Review Question p. 62 Detailed Explanation p. 146
10.B Review Question p. 63 Detailed Explanation p. 146
11.C Review Question p. 63 Detailed Explanation p. 146
12.D Review Question p. 63 Detailed Explanation p. 147
13. A Review Question p. 64 Detailed Explanation p. 147
14.B Review Question p. 64 Detailed Explanation p. 147
15.C Review Question p. 64 Detailed Explanation p. 148
16.D Review Question p. 65 Detailed Explanation p. 148
17. A Review Question p. 67 Detailed Explanation p. 148
18.B Review Question p. 69 Detailed Explanation p. 149
10.C Review Question p. 71 Detailed Explanation p. 149
20.D Review Question p. 72 Detailed Explanation p. 149
21. A Review Question p. 73 Detailed Explanation p. 150
22.B Review Question p. 75 Detailed Explanation p. 150
23.C Review Question p. 77 Detailed Explanation p. 150
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Answers. Chapter 9

1.D Review Question p. 78 Detailed Explanation p. 152
2. A Review Question p. 78 Detailed Explanation p. 152
3.B Review Question p. 78 Detailed Explanation p. 152
4.C Review Question p. 79 Detailed Explanation p. 153
5D Review Question p. 79 Detailed Explanation p. 153
6. A Review Question p. 79 Detailed Explanation p. 153
7.B Review Question p. 80 Detailed Explanation p. 154
8.C Review Question p. 80 Detailed Explanation p. 154
9.D Review Question p. 80 Detailed Explanation p. 154
10. A Review Question p. 81 Detailed Explanation p. 155
11.B Review Question p. 81 Detailed Explanation p. 155
12.C Review Question p. 81 Detailed Explanation p. 155
13.D Review Question p. 82 Detailed Explanation p. 156
14. A Review Question p. 82 Detailed Explanation p. 156
15.B Review Question p. 82 Detailed Explanation p. 156
16.C Review Question p. 83 Detailed Explanation p. 157
17.D Review Question p. 83 Detailed Explanation p. 157
18. A Review Question p. 84 Detailed Explanation p. 157
19.B Review Question p. 85 Detailed Explanation p. 158
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Explanations. Chapter 1

1.

Review Question p. 2
Answers. A

Explanation A. Correct, the use of usernames and password as a mechanism are
utilized to keep data confidential and only viewable to specific people.

Explanation B. Incorrect, the use of packet checksumsis used in order to maintain the
integrity of the data.

Explanation C. Incorrect, DDoS protection is used to protect the availability of data
services.

Explanation D. Incorrect, an MD5 hash is used to check the integrity of datafrom one
side of a connection to another.

PrepLogic Question: 11691-100

Review Question p. 2
Answers. B

Explanation A. Incorrect, data confidentiality involves keeping data secure and
maintaining privacy.

Explanation B. Correct, dataintegrity involves the concept of keeping data whole from
one point to another without change. This is used to make sure that the data was not
atered in transit.

Explanation C. Incorrect, data availability involves the access to the data. If this access
Isrestricted for any reason it affects the business involved.

Explanation D. Incorrect, data secrecy is essentially the same as data confidentiality.

PrepLogic Question: 11691-101

Review Question p. 2
Answers. C

Explanation A. Incorrect, data confidentiality involves the privacy of the data.

Explanation B. Incorrect, data integrity makes sure that the data sent across a network
is kept intact and not altered.
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Explanation C. Correct, data availability involves the access which is provided to the
data.

Explanation D. Incorrect, access control over data involves access to the data but
specifically the control over who has this access.

PrepLogic Question: 11691-102

Review Question p. 3
Answers: D

Explanation A. Incorrect, an Active attack is one that is obviously directed at atarget
and can be easily seen if watched for.

Explanation B. Incorrect, an Insider attack occurs when a person inside a company
utilizes their existing permissions to breach security.

Explanation C. Incorrect, there is no such attack category.

Explanation D. Correct, the Close-In attack category occurs when an attack is able to
gain close physical proximity to atarget system.

PrepLogic Question: 11691-103

Review Question p. 3
Answers. A

Explanation A. Correct, a Passive attack uses tools like sniffers to passively obtain
information about a target.

Explanation B. Incorrect, a Distribution attack is utilized typically by arogue
developer who builds a backdoor into a program to exploit later.

Explanation C. Incorrect, an Active attack is when an attack directly attacks a target.

Explanation D. Incorrect, an Insider attack occurs when a person inside a company
utilizes their existing permissions to breach security.

PrepLogic Question: 11691-104

Review Question p. 3
Answers. B

Explanation A. Incorrect, a Passive attack uses tools like sniffers to passively obtain
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information about a target.

Explanation B. Correct, a Distribution attack is utilized typically by arogue devel oper
who builds a backdoor into a program to exploit later.

Explanation C. Incorrect, an Active attack is when an attack directly attacks a target.

Explanation D. Incorrect, when an attacker builds in a backdoor to exploit this type of
attack is called a Distribution attack.

PrepLogic Question: 11691-105

Review Question p. 4
Answers. C

Explanation A. Incorrect, Cisco's security solution which involves overlapping
protection is called 'Defense in Depth'.

Explanation B. Incorrect, Cisco's security solution which involves overlapping
protection is called 'Defense in Depth'.

Explanation C. Correct, Cisco's overlapping protection is called 'Defense in Depth' and
involves implementing several different protection layers which may overlap but
provide the best overall protection solution.

Explanation D. Incorrect, Cisco's security solution which involves overlapping
protection is called 'Defense in Depth'.

PrepLogic Question: 11691-106

Review Question p. 4
Answers. D

Explanation A. Incorrect, the TCP flags are correct but the SEQ and ACK numbers are
not.

Explanation B. Incorrect, The TCP flags are incorrect. The TCP handshake order is
SYN, SYN-ACK, ACK.

Explanation C. Incorrect, the TCP flags are correct but the SEQ and ACK numbers are
not.

Explanation D. Correct, this correctly shows both the TCP flag order and the SEQ and
ACK numbers.
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PrepLogic Question: 11691-107
Review Question p. 5
Answers. A

Explanation A. Correct, blind spoofing happens when an attacker launches a spoofing
attack but is not on the local subnet.

Explanation B. Incorrect, while this answer is misguiding thisis not the correct answer.
Blind spoofing is what happens when an attacker launches an attack and is not on the
local subnet.

Explanation C. Incorrect, blind spoofing is what happens when an attacker launches an
attack and is not on the local subnet.

Explanation D. Incorrect, Non-blind spoofing happens when an attacker launches an
attack and 1S on the local subnet.

PrepLogic Question: 11691-108
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Explanations. Chapter 2

1. Review Questionp. 6
Answers. B

Explanation A. Incorrect, this command would setup alocal user with a password
which utilizes MD5 but will not prompt when going into enable mode.

Explanation B. Correct, thisis the correct command which would be used to configure
a password which would use MD5 and be prompted on entry to enable mode.

Explanation C. Incorrect, this command would utilize MD5 or be used on entry to
enable mode.

Explanation D. Incorrect, this command would not utilize MD5.

PrepLogic Question: 11691-109

2. Review Questionp. 6
Answers: C

Explanation A. Incorrect, this command would setup alocal user with a password
which utilizes MD5 but will not prompt when going into enable mode.

Explanation B. Incorrect, thisis used to configure a password which would use MD5
and be prompted on entry to enable mode but MD5 is not reversible.

Explanation C. Correct, this command would be used. This question requires alittle bit
of thought because this command by itself would not use encryption however if used
with service password-encryption it will use reversible encryption.

Explanation D. Incorrect, this command would utilize encryption if the service
password-encryption command was also used.

PrepLogic Question: 11691-110

3. Review Quegtionp. 6
Answers. D

Explanation A. Incorrect, this command is not valid when entered in global
configuration mode.

Explanation B. Incorrect, this command would not prompt when coming in viatelnet it
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would prompt when going into enable mode.

Explanation C. Incorrect, this command would not prompt when coming in viatelnet it
would prompt when going into enable mode.

Explanation D. Correct, this command would be used to enable a password on all
incoming telnet connections.

PrepLogic Question: 11691-111

Review Question p. 7
Answers. A

Explanation A. Correct, this command would correctly disable the login process for 15
seconds should alogin fail 3 times.

Explanation B. Incorrect, the log end portion of this command is mandatory.
Explanation C. Incorrect, thisis not avalid command.

Explanation D. Incorrect, thisis not avalid command.

PrepLogic Question: 11691-112

Review Question p. 7
Answers. B

Explanation A. Incorrect, these commands would correctly create a privilege level 7
and allow basic show commands but would not allow show running-config.

Explanation B. Correct, these commands would correctly create aprivilege level 7,
allow basic show commands and allow the show running-config command.

Explanation C. Incorrect, while these commands would properly set the privileges it
would not be usable until a password was created for privilege level 7.

Explanation D. Incorrect, this command would correctly set privileges for basic show
commands but would not allow the show running-config command. It would also not be
usable until a password was created for privilege level 7.

PrepLogic Question: 11691-113

Review Question p. 7

Practice Exam -
E‘@ _Qgiez"me < HAVAL 16 :

www.learnsmartsystems.com 1-800-418-6789 Practice Exams Audio Training Exam Manual ~ Video Training


http://www.preplogic.com/feedback/question.aspx?ProductId=11691&QuestionId=111
http://www.preplogic.com/feedback/question.aspx?ProductId=11691&QuestionId=112
http://www.preplogic.com/feedback/question.aspx?ProductId=11691&QuestionId=113
http://www.learnsmartsystems.com
http://www.learnsmartsystems.com/products/exams/view-practice-exams.aspx
http://www.learnsmartsystems.com/products/audio/view-audio-training.aspx
http://www.learnsmartsystems.com/products/mega-guides/view-mega-guides.aspx
http://www.learnsmartsystems.com/products/video/view-video-training.aspx

Secure Cisco routers 105

Answers. C

Explanation A. Incorrect, while you must enter root view to configure CLI viewsthisis
not the first command. In order to create views AAA must be enabled, thisis done
through the aaa new-model command.

Explanation B. Incorrect, while you must enter root view to configure CLI viewsthisis
not the first command, this answer also does not show the correct mode. In order to
create views AAA must be enabled, thisis done through the aaa new-model command.

Explanation C. Correct, this command would be the first command needed to
configure CLI views. This command enables AAA which is needed to support CLI
views.

Explanation D. Incorrect, while thisisthe correct first command it is not entered in the
correct configuration mode. This command should be entered in global configuration
mode.

PrepLogic Question: 11691-114

Review Question p. 8
Answers. D

Explanation A. Incorrect, this command will correctly secure the running-configuration
but will not secure the |OS image.

Explanation B. Incorrect, this command is not valid.
Explanation C. Incorrect, this command is not valid.

Explanation D. Correct, this command will configure the router to save a copy of the
|OS image to persistent storage.

PrepLogic Question: 11691-115

Review Question p. 8
Answers. A

Explanation A. Correct, this command will configure the router to save a copy of the
running-configuration to persistent storage.

Explanation B. Incorrect, this command is not valid.

Explanation C. Incorrect, this command is not valid.
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10.

11.

Explanation D. Incorrect, this command will correctly secure the |OS image but will
not secure the running-configuration.

PrepLogic Question: 11691-116

Review Question p. 9
Answers. B

Explanation A. Incorrect, thiswill get you into the correct menu but you must also
press the 'Perform Security Audit' button to get to this screen.

Explanation B. Correct, to correctly get this screen you must go into the configure
screen, then select security audit and click on the 'Perform Security Audit' button.

Explanation C. Incorrect, while thiswill correctly start a one-step lockdown it will not
perform the security audit shown in the diagram.

Explanation D. Incorrect, while this will get you to the proper configure screen thereis
no 'Perform Security Audit' option on the Configure main screen.

PrepLogic Question: 11691-117

Review Question p. 10
Answers. C

Explanation A. Incorrect, thiswill get you into the correct menu but you must also
press the 'One-step lockdown' button to get to this screen.

Explanation B. Incorrect, while thiswill correctly start a security audit but it will not
perform the One-Step lock-down shown in the diagram.

Explanation C. Correct, to correctly get to this screen you must go into the configure
screen, then select security audit and click on the 'One-step Lockdown' button.

Explanation D. Incorrect, while this will get you to the proper configure screen thereis
no 'Perform Security Audit' option on the Configure main screen.

PrepLogic Question: 11691-118

Review Question p. 10
Answers. D

Explanation A. Incorrect, this would correctly setup SDM for both http and https but
thisis not the minimal configuration.
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Explanation B. Incorrect, this configures two of the commands for SDM configuration
with SSL but isnot minimal or without SSL.

Explanation C. Incorrect, these commands will setup the http and https server
functionality and setup local authentication but it does not setup a user for local
authentication. Even if this user was added it is not aminimal configuration.

Explanation D. Correct, this configuration would correctly setup a minimal
configuration without SSL.

PrepLogic Question: 11691-119
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Explanations. Chapter 3

1.

Review Question p. 11
Answers. A

Explanation A. Correct, this command would correctly enable AAA authentication on
login.

Explanation B. Incorrect, this command is not avalid command.
Explanation C. Incorrect, thiscommand is not avalid command.

Explanation D. Incorrect, while thisis the correct command to useit is not entered at
the enable prompt.

PrepLogic Question: 11691-120

Review Question p. 11
Answers. B

Explanation A. Incorrect, this command is not avalid command.

Explanation B. Correct, thisis the correct command to enable AAA authentication on
PPP connections and use the local database.

Explanation C. Incorrect, thiscommand is not avalid command.

Explanation D. Incorrect, this command is not avalid command.

PrepLogic Question: 11691-121

Review Question p. 12
Answers. C

Explanation A. Incorrect, these commands are correct but they will not work without
issuing the AAA new-model command first.

Explanation B. Incorrect, while these commands are incorrect the last one will not
work because it isin the wrong configuration mode. It should be entered in line
configuration mode.

Explanation C. Correct, these are the commands required to setup AAA authentication
using the local database for the console port.
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Explanation D. Incorrect, these commands are correct however without setting up a
user no one would be ableto login.

PrepLogic Question: 11691-122

Review Question p. 12
Answers. D

Explanation A. Incorrect, the correct syntax is aaa authorization commands level
list-name method.

Explanation B. Incorrect, the correct syntax is aaa authorization commands level
list-name method.

Explanation C. Incorrect, the correct syntax is aaa authorization commands level
list-name method.

Explanation D. Correct, thisis the correct syntax which will enable command
authorization for al level 15 commands using the com_auth method-list.

PrepLogic Question: 11691-123

Review Question p. 13
Answers. A

Explanation A. Correct, this command would correctly enable AAA TACACS+
authentication when using reverse telnet.

Explanation B. Incorrect, this command is mostly correct. Before the 'tacacs+' keyword
‘group’ is required.

Explanation C. Incorrect, this command is almost correct except the correct command
for reversetelnet is 'reverse-access not 'reverse-telnet'.

Explanation D. Incorrect, this command is incorrect because it does not create a default

method; this would be done by using the 'default' keyword instead of alist-name
(‘com_auth’).

PrepLogic Question: 11691-124

Review Question p. 13
Answers. B

Explanation A. Incorrect, this command syntax isincorrect.
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Explanation B. Correct, this command would correctly enable level 15 command
authorization as long as the user has been authenticated.

Explanation C. Incorrect, this command syntax isincorrect.

Explanation D. Incorrect, this command syntax isincorrect.

PrepLogic Question: 11691-125

Review Question p. 14
Answers: C
Explanation A. Incorrect, this command is correct except for the fact that it will send

information twice; once at the beginning of the request and a second time when the
request is finished.

Explanation B. Incorrect, while the command is correct the configuration mode is not.
This command needs to be entered in global configuration mode.

Explanation C. Correct, this command would correctly configure to the requirements.

Explanation D. Incorrect, while the command is correct the mode is not. This
command needs to be entered in global configuration mode.

PrepLogic Question: 11691-126

Review Question p. 14
Answers: D

Explanation A. Incorrect, this commands syntax is not correct because it omits an
accounting type. The correct accounting type for this question would be network.

Explanation B. Incorrect, while this command is correct the mode isincorrect. This
command needs to be entered in global configuration mode.

Explanation C. Incorrect, while this command is valid it is not the most thorough
command because the 'stop-only' keyword only sends a stop command to the accounting
server. In order to get information for both the start and stop of request the 'start-stop’
keyword must be used.

Explanation D. Correct, this command will correctly configure accounting on network
requests with the most thorough accounting available and send this information to the
TACACSH server.
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10.

11.

PrepLogic Question: 11691-127
Review Question p. 14
Answers. A

Explanation A. Correct, TACACS+ provides the ability to provide a command by
command authorization.

Explanation B. Incorrect, Security Device Manager (SDM) isnot a AAA protocol.
Explanation C. Incorrect, Security Device Manager (SDM) isnot a AAA protocol.

Explanation D. Incorrect, RADIUS does not provide command by command
authorization it can only provide a specific command level which can be used to control
command authorization.

PrepLogic Question: 11691-128

Review Question p. 15
Answers: B
Explanation A. Incorrect, this configuration would setup a connection to the

TACACS+ server but it would maintain a connection to the server throughout the
session.

Explanation B. Correct, this command would correctly setup a connection to the
TACACS+ server and not setup a constant connection throughout the session.

Explanation C. Incorrect, this command does not have correct syntax. The host
keyword isrequired after ‘tacacs-server' for it to work correctly.

Explanation D. Incorrect, this command does not have correct syntax. The host
keyword is required after ‘tacacs-server' for it to work correctly.

PrepLogic Question: 11691-129

Review Question p. 16
Answers. C

Explanation A. Incorrect, thereis no main task called AAA.

Explanation B. Incorrect, the login option is only offered once the authentication
policies option is opened.
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Explanation C. Correct, this would correctly get you to this point in SDM.

Explanation D. Incorrect, thereisno main task called AAA.

PrepLogic Question: 11691-130
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Explanations. Chapter 4

1.

Review Question p. 17
Answers. D

Explanation A. Incorrect, this statement would do everything except log the entries.

Explanation B. Incorrect, the general syntax is correct but access-lists use wildcard
masks.

Explanation C. Incorrect, the general syntax is correct but access-lists use wildcard
masks.

Explanation D. Correct, thiswould deny the 192.168.1.0/24 network while using the
last standard ACL number and log all matches.

PrepLogic Question: 11691-131

Review Question p. 17
Answers. A
Explanation A. Correct, this statement would correctly alow telnet traffic from the

172.16.0.0/16 network to the 10.10.10.0/24 network using the first available extended
ACL number.

Explanation B. Incorrect, the general syntax is correct except that access-lists use
wildcard masks.

Explanation C. Incorrect, this command syntax is correct but the first available
extended access-list number isincorrect.

Explanation D. Incorrect, this command syntax is correct but the first available
extended access-list number is incorrect and access-lists use wildcard masks.

PrepLogic Question: 11691-132

Review Question p. 18
Answers. B

Explanation A. Incorrect, this command does not exist.

Explanation B. Correct, this command would correctly enable turbo ACL's.
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Explanation C. Incorrect, this keyword does not exist for the access-list statement.

Explanation D. Incorrect, this keyword does not exist for the ip access-group statement.

PrepLogic Question: 11691-133

Review Question p. 18
Answers. C

Explanation A. Incorrect, this command isincorrect and is not configured in global
configuration mode.

Explanation B. Incorrect, this command should be 'ip access-group 10 in'.

Explanation C. Correct, this command would correctly enable access-list 50 coming
into thisinterface.

Explanation D. Incorrect, the ip access-group command is not configured in global
configuration mode and does not reference interfaces in the syntax.

PrepLogic Question: 11691-134
Review Question p. 18
Answers. D

Explanation A. Incorrect, standard ACL's should be configured close to the destination
while extended ACL's should be configured close to the source.

Explanation B. Incorrect, standard ACL's should be configured close to the destination
while extended ACL's should be configured close to the source.

Explanation C. Incorrect, standard ACL's should be configured close to the destination
while extended ACL's should be configured close to the source.

Explanation D. Correct, standard ACL's should be configured close to the destination
while extended ACL's should be configured close to the source.

PrepLogic Question: 11691-135
Review Question p. 19
Answers. A

Explanation A. Correct, extended ACL's should be configured close to the source while
standard ACL's should be configured close to the destination.
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Explanation B. Incorrect, extended ACL's should be configured close to the source
while standard ACL's should be configured close to the destination.

Explanation C. Incorrect, extended ACL's should be configured close to the source
while standard ACL's should be configured close to the destination.

Explanation D. Incorrect, extended ACL's should be configured close to the source
while standard ACL's should be configured close to the destination.

PrepLogic Question: 11691-136

Review Question p. 19
Answers. B

Explanation A. Incorrect, this command to be correct would be 'access-class 40 in'.

Explanation B. Correct, this command would correctly enable access-list 40 coming
into aline interface.

Explanation C. Incorrect, this command needs to be 'access-class and must be
configured in line configuration mode.

Explanation D. Incorrect, this command to be correct must be ‘access-class.

PrepLogic Question: 11691-137

Review Question p. 19
Answers. C

Explanation A. Incorrect, this command would filter the read-write community public.
Explanation B. Incorrect, to filter SNMP you don't use the access-class command.

Explanation C. Correct, this command would correctly filter the public read-only
community using the access-list 80.

Explanation D. Incorrect, to filter SNMP you don't use the access-class command.

PrepLogic Question: 11691-138

Review Question p. 20
Answers. D

Explanation A. Incorrect, the correct | P addresses are matched in this exhibit.
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10.

11.

12.

Explanation B. Incorrect, this configuration isincorrect because the access-list is not
enabled in the correct direction.

Explanation C. Incorrect, this access-list is formatted correctly.

Explanation D. Correct, this configuration will not work because the access-list is
enabled in the wrong direction.

PrepLogic Question: 11691-139
Review Question p. 21
Answers; A

Explanation A. Correct, this configuration will only allow traffic on port 80 from the
I nternet.

Explanation B. Incorrect, there is no implicit allow in access-liststhereisonly an
implicit deny.

Explanation C. Incorrect, the access-list command is formatted correctly.

Explanation D. Incorrect, the access-group command is formatted correctly.

PrepLogic Question: 11691-140

Review Question p. 22
Answers. B

Explanation A. Incorrect, the access-list is enabled in the correct direction.

Explanation B. Correct, the access-list in the exhibit uses normal masks while the
access-list requires inverse masks.

Explanation C. Incorrect, the IP addresses matched in the exhibit are correct.

Explanation D. Incorrect, this configuration will not work correctly because the
access-list in the exhibit uses normal masks while the access-list requires inverse masks.

PrepLogic Question: 11691-141

Review Question p. 23
Answers. C

Explanation A. Incorrect, you are not trying to protect the Internet you are trying to
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13.

protect the inside network.
Explanation B. Incorrect, the access-list is correct.

Explanation C. Correct, this configuration is correct and will block spoofing attempts
from coming in the Internet interface.

Explanation D. Incorrect, the access-group statement is configured in the correct
direction.

PrepLogic Question: 11691-142
Review Question p. 24
Answers. D

Explanation A. Incorrect, this configuration will not work because the access-group
command is configured in the wrong direction if it isto be applied on this interface.

Explanation B. Incorrect, the access-list command is formatted correctly.
Explanation C. Incorrect, the access-group command is formatted correctly.

Explanation D. Correct, in the exhibit either the interface needs to change or the
direction needs to change for this configuration to work.

PrepLogic Question: 11691-143
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Explanations. Chapter 5

1.

Review Question p. 25
Answers. A, B

Explanation A. Correct, logging levels need to be appropriate so that there is not too
much logging clutter.

Explanation B. Correct, it is highly recommended that NTP be used on all devices so
all logs can be synchronized which is highly helpful when troubleshooting.

Explanation C. Incorrect, while alog on the device is helpful to contain the log only on
the device is not recommended.

Explanation D. Incorrect, the LDAP protocol is not used for this purpose.

PrepLogic Question: 11691-144

Review Question p. 25
Answers. C, D

Explanation A. Incorrect, it isrecommended that all levels of the team be consulted
when recommending alogging solution.

Explanation B. Incorrect, if the highest level of logging is used it is easy for a problem
to be missed inside the vast number of messages sent.

Explanation C. Correct, it is recommended that al logging information be sent to a
secure central location which isused in case adevice is tampered with.

Explanation D. Correct, it is recommended that a change management program be used

to track all changesto a system. Thisis useful because this granular tracking provides
vital datafor troubleshooting and for reference information for future changes.

PrepLogic Question: 11691-145

Review Question p. 26
Answers. A

Explanation A. Correct, buffered logging on a device will hold a configured amount of
information to view.

Explanation B. Incorrect, internal is not atype of logging destination.
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Explanation C. Incorrect, logging to the console is useful when connected to the
console when an event occurs but it is not logged for future reference.

Explanation D. Incorrect, there is no such thing as a device monitor.

PrepLogic Question: 11691-146

Review Question p. 26
Answers. B

Explanation A. Incorrect, thisis not the correct level of this message.
Explanation B. Correct, thisisthe correct level of this message (5).
Explanation C. Incorrect, thisis not the correct level of this message.

Explanation D. Incorrect, thisis not the correct level of this message.

PrepLogic Question: 11691-147

Review Question p. 27
Answers: C

Explanation A. Incorrect, thisis not the correct level of this message.
Explanation B. Incorrect, thisis not the correct level of this message.
Explanation C. Correct, thisis the correct level of this message (6).

Explanation D. Incorrect, thisis not the correct level of this message.

PrepLogic Question: 11691-148

Review Question p. 28
Answers. D

Explanation A. Incorrect, thisis not the correct task list.
Explanation B. Incorrect, thisis not the correct task list.
Explanation C. Incorrect, thisis not the correct task list.

Explanation D. Correct, thiswill correctly get you to this screen.
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10.

PrepLogic Question: 11691-149

Review Question p. 30
Answers. A

Explanation A. Correct, thiswill correctly get you to this screen.

Explanation B. Incorrect, thisis not the correct task list.
Explanation C. Incorrect, thisis not the correct task list.

Explanation D. Incorrect, thisis not the correct task list.

PrepLogic Question: 11691-150

Review Question p. 30
Answers. B

Explanation A. Incorrect, AES encryption is not used.

Explanation B. Correct, DES-56 encryption is used in SNMPv3.
Explanation C. Incorrect, 3DES encryption is not used.

Explanation D. Incorrect, there is no such thing as 3SDES-64

PrepLogic Question: 11691-151

Review Question p. 31
Answers; C

Explanation A. Incorrect, the minimum recommended value is 1024 bits.

Explanation B. Incorrect, the minimum recommended value is 1024 hits.
Explanation C. Correct, 1024 bits is the minimum recommended value.

Explanation D. Incorrect, the minimum recommended value is 1024 bits.

PrepLogic Question: 11691-152

Review Question p. 31
Answers: D
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11.

12.

13.

Explanation A. Incorrect, the supported versions are 1, 2c and 3.
Explanation B. Incorrect, the supported versions are 1, 2c and 3.
Explanation C. Incorrect, the supported versions are 1, 2c and 3.

Explanation D. Correct, these are the correct supported versions.

PrepLogic Question: 11691-153

Review Question p. 31
Answers. A

Explanation A. Correct, from this |OS version forward SSH version 2 is supported.

Explanation B. Incorrect, the correct first |OS version that supports SSH version 2 is
12.3(4)T.

Explanation C. Incorrect, the correct first |OS version that supports SSH version 2 is
12.3(4)T.

Explanation D. Incorrect, the correct first |OS version that supports SSH version 2 is
12.3(4)T.

PrepLogic Question: 11691-154

Review Question p. 32
Answers. B

Explanation A. Incorrect, this command itself is correct but the configuration modeis
incorrect. The correct mode to use is global configuration mode.

Explanation B. Correct, thisis the correct command to set the number of SSH retries to
2.

Explanation C. Incorrect, this command is almost correct but there needsto bea'-'
between authentication and retries to make 'ip ssh authentication-retries 2'.

Explanation D. Incorrect, this command is not correct because it needs to have 'ip'
added to the beginning.

PrepLogic Question: 11691-155

Review Question p. 32
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14,

15.

Answers. C

Explanation A. Incorrect, the command itself is correct but the configuration mode is
incorrect. The correct mode is line configuration mode.

Explanation B. Incorrect, thisis not avalid command.

Explanation C. Correct, this command would correctly enable ssh on the configured
line.

Explanation D. Incorrect, thisis not avalid command.

PrepLogic Question: 11691-156

Review Question p. 34
Answers. D

Explanation A. Incorrect, thiswould not correctly get you to the point to add an NTP
server.

Explanation B. Incorrect, thiswould not correctly get you to the point to add an NTP
server.

Explanation C. Incorrect, thiswould not correctly get you to the point to add an NTP
server.

Explanation D. Correct, thiswould correctly get you to the point which enables you to
add an NTP server.

PrepLogic Question: 11691-157

Review Question p. 36
Answers. A

Explanation A. Correct, thiswould correctly enable you to generate an SSH key pair.

Explanation B. Incorrect, this would not correctly get you to the point to generate an
SSH key pair.

Explanation C. Incorrect, this would not correctly get you to the point to generate an
SSH key pair.

Explanation D. Incorrect, this would not correctly get you to the point to generate an
SSH key pair.
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PrepLogic Question: 11691-158
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Explanations. Chapter 6

1.

Review Question p. 37
Answers. B

Explanation A. Incorrect, the switch will flood the frame out all ports except the
received until the ports become learned and are entered into the CAM table.

Explanation B. Correct, the switch will flood the frame out all ports except the received
port.

Explanation C. Incorrect, there are no assigned ports. The switch will flood the frame
out all ports except the received until the ports become learned and are entered into the
CAM table.

Explanation D. Incorrect, there are no ports entered into the CAM table yet. The switch
will flood the frame out all ports except the received until the ports become learned and
are entered into the CAM table.

PrepLogic Question: 11691-159

Review Question p. 37
Answers. C

Explanation A. Incorrect, layer 2 associates with the datalink OSI layer.

Explanation B. Incorrect, layer 2 associates with the datalink OSI layer.
Explanation C. Correct, layer 2 associates with the datalink OSI layer.

Explanation D. Incorrect, layer 2 associates with the datalink OSI layer.

PrepLogic Question: 11691-160

Review Question p. 37
Answers: D

Explanation A. Incorrect, SNMP version 3 while more secure will not be the highest
performer and will not be the easiest to use.

Explanation B. Incorrect, SNMP version 2 was never really used because of its
complicated security features.
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Explanation C. Incorrect, while the easiest to use version 1 is not the highest
performer.

Explanation D. Correct, version 2c is the easiest to use that adds performance features.

PrepLogic Question: 11691-161

Review Question p. 38
Answers. A, B

Explanation A. Correct, thiswill force the port into access mode which will not allow
switch spoofing.

Explanation B. Correct, private VLAN's provide a means for isolating ports or groups
of ports.

Explanation C. Incorrect, thisis not avalid command.

Explanation D. Incorrect, the native VLAN transmits to everyone because all untagged
traffic goes onto thisVLAN.

PrepLogic Question: 11691-162

Review Question p. 38
Answers. C

Explanation A. Incorrect, 'double tagging' happens when aframe is tagged twice one
over the other.

Explanation B. Incorrect, 'double tagging' happens when a frame is tagged twice one
over the other.

Explanation C. Correct, ‘double tagging' happens when a frame is tagged twice one
over the other. Thisis problematic when the native VLAN is the outer tag because some
switches will remove the native tag and keep the inner tag.

Explanation D. Incorrect, 'double tagging' happens when aframe is tagged twice one
over the other.

PrepLogic Question: 11691-163

Review Question p. 38
Answers. D
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Explanation A. Incorrect, the correct command is 'switchport trunk native vian 200' and
it must be entered in interface configuration mode.

Explanation B. Incorrect, the correct command is ‘switchport trunk native vian 200'.
Explanation C. Incorrect, the correct command is 'switchport trunk native vlan 200'.

Explanation D. Correct, this command will correctly change the native vlan on a port.

PrepLogic Question: 11691-164

Review Question p. 39
Answers. A

Explanation A. Correct, the Root Guard feature is used to disable a port from becoming
aroot port.

Explanation B. Incorrect, portfast is used on access portsto allow for aquick STP
transition into the forwarding state.

Explanation C. Incorrect, there is no such feature.

Explanation D. Incorrect, BPDU guard is used to disable an access port if it receives a
BPDU.

PrepLogic Question: 11691-165

Review Question p. 39
Answers. B

Explanation A. Incorrect, the Root Guard feature is used to disable a port from
becoming aroot port.

Explanation B. Correct, BPDU guard is used to disable an access port if it receives a
BPDU which isonly used on trunks.

Explanation C. Incorrect, there is no such feature.

Explanation D. Incorrect, portfast is used on access portsto alow for aquick STP
transition into the forwarding state.

PrepLogic Question: 11691-166

Review Question p. 39
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10.

11.

Answers. C
Explanation A. Incorrect, the correct command syntax is 'ip dhcp snooping'.

Explanation B. Incorrect, the command itself is correct but should be entered in global
configuration mode.

Explanation C. Correct, thisis the correct command to enable DHCP the snooping
feature.

Explanation D. Incorrect, the correct command syntax is'ip dhcp snooping' and should
be entered in global configuration mode.

PrepLogic Question: 11691-167

Review Question p. 40
Answers. D

Explanation A. Incorrect, all ports are not trusted by default.

Explanation B. Incorrect, thisis not the correct syntax.
Explanation C. Incorrect, thisis not the correct syntax.

Explanation D. Correct, this command would correctly enable a port to be trusted for
DHCP snooping.

PrepLogic Question: 11691-168

Review Question p. 40
Answers. A

Explanation A. Correct, Dynamic ARP inspection (DAI) requires the DHCP snooping
IP-to-MAC tableto verify bindings.

Explanation B. Incorrect, this command is correct but requires DHCP snooping to be
enabled for it to work correctly.

Explanation C. Incorrect, this command is formatted correctly.

Explanation D. Incorrect, this command is entered in the correct configuration mode.

PrepLogic Question: 11691-169
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12.

13.

14.

Review Question p. 41
Answers. B

Explanation A. Incorrect, if a new frame comes in when the MAC table was full it will
not be able to be associated with a port.

Explanation B. Correct, the switch will not be able to associate a new frame with a port
because the MAC table is full. The switch will flood the frame out all interfacesin this
situation.

Explanation C. Incorrect, the MAC address table by default is dynamic and will allow
for the timeout If MAC addresses in time. During thistime that the MAC tableisfull
the switch will flood frames out al interfaces.

Explanation D. Incorrect, if the MAC tableisfull the switch will not drop any frames it
will flood them out all interfaces.

PrepLogic Question: 11691-170

Review Question p. 42
Answers. C

Explanation A. Incorrect, there is a specific command to configure for each type of
port.

Explanation B. Incorrect, these commands are not correct; you must specify each
interface in the command and in global configuration mode.

Explanation C. Correct, this configuration would correctly setup the SPAN feature by
listening to interface FastEthernet 0/1 and send the traffic to FastEthernet 0/2.

Explanation D. Incorrect, these commands are not correct; you must specify each
interface in the command and in global configuration mode.

PrepLogic Question: 11691-171

Review Question p. 42
Answers. A

Explanation A. Correct, agroup inside private VLAN is called a community.
Community VLAN's are used to alow all membersto talk to each other but not to other
communities.

Explanation B. Incorrect, agroup inside private VLAN is called acommunity.
Community VLAN's are used to alow all membersto talk to each other but not to other
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15.

16.

17.

communities.

Explanation C. Incorrect, isolated VLAN's are used inside private VLAN's. The
isolated VLAN's are used to make sure each device isisolated from all other except the
promiscuous VLAN'S.

Explanation D. Incorrect, there is no such thing as a comprehensive VLAN.

PrepLogic Question: 11691-173

Review Question p. 42
Answers. B

Explanation A. Incorrect, the correct port security action is Restrict.

Explanation B. Correct, the restrict port security action is used to report violations is
Restrict.

Explanation C. Incorrect, the correct port security action is Restrict.

Explanation D. Incorrect, the correct port security action is Restrict.

PrepLogic Question: 11691-174

Review Question p. 43
Answers. C

Explanation A. Incorrect, the correct port security action is Shutdown.

Explanation B. Incorrect, the correct port security action is Shutdown.

Explanation C. Correct, the correct port security action that will report and shutdown
the port to al traffic is the Shutdown action.

Explanation D. Incorrect, the correct port security action is Shutdown.

PrepLogic Question: 11691-175

Review Question p. 43
Answers. D

Explanation A. Incorrect, there is no secure port MAC address.

Explanation B. Incorrect, the Dynamic Secure MAC addresses work similarly to Static
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18.

19.

Secure MAC Addresses but do not retain this information in the configuration.

Explanation C. Incorrect, this type of secure port MAC address needs to be manually
configured.

Explanation D. Correct, this type of secure port MAC addressis used to dynamically

learn MAC-to-port assignments and to retain this information in the
running-configuration.

PrepLogic Question: 11691-176

Review Question p. 43
Answers. A

Explanation A. Correct, dynamic secure MAC addresses allow the | P-to-port tables to
be created and kept in the CAM table but this information is not saved in the
running-configuration so it does not have the ability to be saved on reboots.
Explanation B. Incorrect, there is no such secure port MAC address type.

Explanation C. Incorrect, the sticky secure MAC addresses are saved to both the local
CAM table and to the running configuration.

Explanation D. Incorrect, static secure MAC addresses require static configuration of
the I P-to-port relationships.

PrepLogic Question: 11691-177

Review Question p. 44
Answers. B

Explanation A. Incorrect, the correct command would be 'switchport port-security
maximum 3'.

Explanation B. Correct, this command would correctly limit the number of MAC
addresses learned on an interface to 3.

Explanation C. Incorrect, the correct command would be 'switchport port-security
maximum 3'.

Explanation D. Incorrect, this command itself is correct but is entered in the wrong
configuration mode. The correct configuration mode is interface configuration mode.

PrepLogic Question: 11691-178
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20.

21.

22.

Review Question p. 44
Answers: C

Explanation A. Incorrect, this command is used to configure static secure MAC
addresses.

Explanation B. Incorrect, this command is invalid because you do not specify a specific
MAC addressif the 'sticky' keyword is used.

Explanation C. Correct, dynamic secure addresses are the defauilt.

Explanation D. Incorrect, this command would configure an interface for sticky secure
MAC addresses.

PrepLogic Question: 11691-179

Review Question p. 44
Answers. D

Explanation A. Incorrect, while this command is correct in syntax the default port
security behavior isto shutdown the port on violation doing this command is unneeded.

Explanation B. Incorrect, this command while correct in syntax is not configured in the
correct configuration mode and is unneeded because shutting down the port isthe
default behavior. The correct configuration mode for the 'switchport port-security
violation' command is interface configuration mode.

Explanation C. Incorrect, this command has the correct syntax to use the protect
violation behavior which does not shutdown the port but just disallows traffic from all
unknown MAC addresses.

Explanation D. Correct, thisis correct because the default behavior for the 'switchport
port-security violation' command is to shutdown the port.

PrepLogic Question: 11691-180

Review Question p. 45
Answers. A

Explanation A. Correct, this command would correctly configure a switch to usea
RADIUS server.

Explanation B. Incorrect, the command syntax is incorrect. The correct command to
use would be 'radius-server host [hostname | ip address]'.

| E—
Practice Exam EE— —r
= |

E :a T ] &

www.learnsmartsystems.com 1-800-418-6789 Practice Exams Audio Training Exam Manual ~ Video Training


http://www.preplogic.com/feedback/question.aspx?ProductId=11691&QuestionId=179
http://www.preplogic.com/feedback/question.aspx?ProductId=11691&QuestionId=180
http://www.learnsmartsystems.com
http://www.learnsmartsystems.com/products/exams/view-practice-exams.aspx
http://www.learnsmartsystems.com/products/audio/view-audio-training.aspx
http://www.learnsmartsystems.com/products/mega-guides/view-mega-guides.aspx
http://www.learnsmartsystems.com/products/video/view-video-training.aspx

Implement the Cisco |OS firewall feature set ussng SDM 132

23.

24,

Explanation C. Incorrect, while the command syntax is correct it is configured in an
invalid configuration mode. The correct mode would be global configuration mode.

Explanation D. Incorrect, this command is incorrect. The correct command to use
would be 'radius-server host [hostname | ip address]'.

PrepLogic Question: 11691-181

Review Question p. 45
Answers. B

Explanation A. Incorrect, the correct default option is Forced-Authorized.

Explanation B. Correct, by default the behavior of 802.1x configured portsisto default
to Forced-Authorized state.

Explanation C. Incorrect, the correct default option is Forced-A uthorized.

Explanation D. Incorrect, thisis not an available option.

PrepLogic Question: 11691-182
Review Question p. 45
Answers: C

Explanation A. Incorrect, while the command syntax is correct the configuration mode
Is not. The correct mode is interface configuration mode.

Explanation B. Incorrect, this command isinvalid. The correct command to use is
‘switch(config-if)#dot1x auth-fail vian 66'.

Explanation C. Correct, this command would correctly configure VLAN 66 to be used
astherestricted VLAN for all unauthorized traffic.

Explanation D. Incorrect, this command isinvalid and is configured in the incorrect
configuration mode. The correct command to use is 'switch(config-if)#dotlx auth-fail
vlan 66' and it should be entered in interface configuration mode.

PrepLogic Question: 11691-183
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Explanations. Chapter 7

1.

Review Question p. 46
Answers. D

Explanation A. Incorrect, atransparent firewall is essentially a bridge with firewall
capabilities. Because of this atransparent firewall is limited to two interfaces.

Explanation B. Incorrect, a transparent firewall is essentially a bridge with firewall
capabilities. Because of this atransparent firewall is limited to two interfaces.

Explanation C. Incorrect, atransparent firewall is essentially a bridge with firewall
capabilities. Because of this atransparent firewall islimited to two interfaces.

Explanation D. Correct, atransparent firewall is essentially a bridge with firewall
capabilities. Because of this atransparent firewall is limited to two interfaces.

PrepLogic Question: 11691-184

Review Question p. 46
Answers. A

Explanation A. Correct, atransparent firewall has the option of filtering on layers 2 and
3.

Explanation B. Incorrect, atransparent firewall has the option of filtering on layers 2
and 3.

Explanation C. Incorrect, atransparent firewall has the option of filtering on layers 2
and 3.

Explanation D. Incorrect, atransparent firewall has the option of filtering on layers 2
and 3.

PrepLogic Question: 11691-185

Review Question p. 46
Answers. B

Explanation A. Incorrect, an application layer firewall has the option of filtering on
layers 3,4, 5and 7.

Explanation B. Correct, an application layer firewall has the option of filtering on
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layers 3,4, 5and 7.

Explanation C. Incorrect, an application layer firewall has the option of filtering on
layers3,4,5and 7.

Explanation D. Incorrect, an application layer firewall has the option of filtering on
layers 3,4, 5and 7.

PrepLogic Question: 11691-186

Review Question p. 47
Answers. C, D

Explanation A. Incorrect, application layer firewalls are very processor and memory
intensive.

Explanation B. Incorrect, application layer firewalls work with specific services like
http and ftp.

Explanation C. Correct, application layer firewalls have the ability to monitor and log
various types of application data.

Explanation D. Correct, application layer firewalls have access to various upper layers
which enables the ability to log very detailed information.

PrepLogic Question: 11691-187
Review Question p. 47
Answers; A

Explanation A. Correct, with static packet filtering firewalls al unknown trafficis
allowed until it reaches layer 3 where it is then filtered.

Explanation B. Incorrect, with static packet filtering firewalls all unknown trafficis
allowed until it reaches layer 3.

Explanation C. Incorrect, with static packet filtering firewalls all unknown trafficis
allowed until it reaches layer 3.

Explanation D. Incorrect, with static packet filtering firewalls all unknown trafficis
allowed until it reaches layer 3.

PrepLogic Question: 11691-188
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Review Question p. 47
Answers. B

Explanation A. Incorrect, a stateful firewall operates on layers 3, 4, and 5.

Explanation B. Correct, a stateful firewall operates on layers 3, 4 and 5. Thisgivesa
stateful firewall the ability to monitor the state of the connections.

Explanation C. Incorrect, a stateful firewall operates on layers 3, 4 and 5.

Explanation D. Incorrect, a stateful firewall operates on layers 3, 4, and 5.

PrepLogic Question: 11691-189

Review Question p. 48
Answers. C

Explanation A. Incorrect, because UDP is stateless there is no way to keep track of
UDP states as they do not exist.

Explanation B. Incorrect, RTP is short for Real-time Transport Protocol which does not
affect state.

Explanation C. Correct, RST is short for Reset which is used within TCP to reset a
connection.

Explanation D. Incorrect, MAC stands for Media Access Control which isused at layer
2.

PrepLogic Question: 11691-190

Review Question p. 48
Answers: B, D

Explanation A. Incorrect, UDP is a stateless protocol so there would be no ability to
track state.

Explanation B. Correct, TCP sequence numbers are used to keep track of TCP session
states.

Explanation C. Incorrect, SIP is short for Session Initiation Protocol and is not used for
state information.

Explanation D. Correct, the destination address as well as the source addressis used to
track the state of a session.
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10.

11.

PrepLogic Question: 11691-191

Review Question p. 48
Answers. A, C

Explanation A. Correct, stateful firewalls are recommended as a primary meansto
defense.

Explanation B. Incorrect, stateful firewalls are recommended as a primary meansto
defense.

Explanation C. Correct, stateful firewalls provide better routing performance over the
other firewall options.

Explanation D. Incorrect, stateful firewalls are not used to give granular control of
traffic.

PrepLogic Question: 11691-192

Review Question p. 49
Answers. B, D

Explanation A. Incorrect, stateful firewalls require state based protocols to be effective.

Explanation B. Correct, since stateful firewalls only support layers 3, 4 and 5, they do
not provide prevention of application layer attacks.

Explanation C. Incorrect, stateful firewalls support layers 3, 4 and 5.

Explanation D. Correct, stateful firewalls have issues tracking protocols which use
multiple connections because it is harder to track multiple connections for one session.

PrepLogic Question: 11691-193

Review Question p. 49
Answers. A, C

Explanation A. Correct, stateful firewalls have the ability to track the state of a
connection and use this information to prevent attacks.

Explanation B. Incorrect, application layer firewalls are intended to be used for specific
services (like http and ftp) and only offer protection which is detailed in the firewall
rules.
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12.

13.

14,

Explanation C. Correct, application inspection firewalls have the ability to track the
state of a connection and to perform other deep inspection is needed.

Explanation D. Incorrect, static firewalls can't be used to track state information.

PrepLogic Question: 11691-194

Review Question p. 49
Answers. B

Explanation A. Incorrect, a stateful firewall only operates at layers 3 through 5 and
does not have the ability to control attacks from java or flash.

Explanation B. Correct, application inspection firewalls have the ability to check and
affect layer 7. Because of thisthe ability to control javaor flash is possible.

Explanation C. Incorrect, transparent firewalls are limited to layers 2 and 3.

Explanation D. Incorrect, Static firewalls are limited to the capabilities of static ACL's
and thus can't control javaor flash plugins.

PrepLogic Question: 11691-195

Review Question p. 50
Answers. C

Explanation A. Incorrect, application inspection firewalls do have the ability to track
layer 5 states.

Explanation B. Incorrect, application inspection firewalls have the ability to track
layers3,4,5and 7.

Explanation C. Correct, application inspection firewalls do not have the ability natively
to support user authentication.

Explanation D. Incorrect, application inspection firewalls do have the ability to monitor
and check layer 5 conformity.

PrepLogic Question: 11691-196

Review Question p. 50
Answers: D

Explanation A. Incorrect, application inspection firewalls should be used as a
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15.

16.

secondary defense.

Explanation B. Incorrect, application inspection firewalls do not improve routing
performance because they are processor intensive.

Explanation C. Incorrect, application inspection firewalls should not be used to defend
against DoS attacks.

Explanation D. Correct, application inspection firewalls are considered to be the most
stringent of al the firewalls.

PrepLogic Question: 11691-197

Review Question p. 50
Answers. A

Explanation A. Correct, you should never use afirewall as aserver.
Explanation B. Incorrect, it isimportant to segment security zones.

Explanation C. Incorrect, it is always a good idea to have more than one type of system
working combined to protect your systems.

Explanation D. Incorrect, it isimportant to limit the number of protocols running on
your network to limit the number of systems vulnerable.

PrepLogic Question: 11691-198

Review Question p. 51
Answers. B

Explanation A. Incorrect, Context-Bases Access Control (CBAC) wastheinitial
technology used to implement a stateful firewall but is no longer current.

Explanation B. Correct, Stateful Packet Inspection (SPI) is the current technology used
to implement stateful packet inspection.

Explanation C. Incorrect, Access Control List's (ACL) are used to implement a number
of different firewall technologies but stateful firewalls are not one of them.

Explanation D. Incorrect, Granular Protocol Inspection (GPI) is the official name of the
initial Cisco classic firewall.

PrepLogic Question: 11691-199
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17.

18.

19.

Review Question p. 51
Answers. C

Explanation A. Incorrect, the SPI feature was introduced in |OS version 12.3(4)T.

Explanation B. Incorrect, the SPI feature was introduced in IOS version 12.3(4)T.
Explanation C. Correct, the SPI feature was introduced in |OS version 12.3(4)T.

Explanation D. Incorrect, the SPI feature was introduced in |OS version 12.3(4)T.

PrepLogic Question: 11691-200
Review Question p. 51
Answers. D

Explanation A. Incorrect, the zone based features were introduced in |OS version
12.4(6)T.

Explanation B. Incorrect, the zone based features were introduced in 1OS version
12.4(6)T.

Explanation C. Incorrect, the zone based features were introduced in |OS version
12.4(6)T.

Explanation D. Correct, the zone based features were introduced in 10S version
12.4(6)T.

PrepLogic Question: 11691-201
Review Question p. 52
Answers; A

Explanation A. Correct, when setting up a zone based firewall each interfaceis limited
to bein one zone a atime.

Explanation B. Incorrect, when setting up a zone based firewall each interfaceis
limited to be in one zone at atime.

Explanation C. Incorrect, when setting up a zone based firewall each interfaceis
limited to bein one zone at atime.

Explanation D. Incorrect, when setting up a zone based firewall each interfaceis
limited to be in one zone at atime.
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20.

21,

22,

PrepLogic Question: 11691-202
Review Question p. 52
Answers: B

Explanation A. Incorrect, the syntax of this command is incorrect. The correct syntax is
‘zone security public'.

Explanation B. Correct, it isrequired that a zone be configured before azoneis
assigned to an interface.

Explanation C. Incorrect, the 'zone-member' syntax is correct but a zone must be
configured before a zone can be configured onto an interface.

Explanation D. Incorrect, the 'zone-member' command is correct for the interface but
can't be configured before a zone is configured.

PrepLogic Question: 11691-203

Review Question p. 52
Answers. C

Explanation A. Incorrect, an incorrect zone could be the problem but is not the best
answer in this situation.

Explanation B. Incorrect, this could be one of the problems but is not the best answer
in this case.

Explanation C. Correct, since the default behavior isfor no traffic to flow outside a
zone the best answer is that no other interfaces on the equipment are configured in the
same zone.

Explanation D. Incorrect, since thisis a new router no other technologies would be
configured to block traffic.

PrepLogic Question: 11691-204

Review Question p. 53
Answers: D

Explanation A. Incorrect, al zones were configured as shown in the exhibit.

Explanation B. Incorrect, even if a class was required traffic would not be allowed
between an interface in a zone and an interface not in a zone.
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23.

24.

25.

Explanation C. Incorrect, even if a parameter was required traffic would not be allowed
between an interface in a zone and an interface not in a zone.

Explanation D. Correct, no traffic is able to be passed between an interface in a zone
and an interface not in a zone.

PrepLogic Question: 11691-205

Review Question p. 54
Answers: A

Explanation A. Correct, thiswould be the correct process to get to this screen.
Explanation B. Incorrect, this would not correctly display this screen.
Explanation C. Incorrect, this would not correctly display this screen.

Explanation D. Incorrect, this would not correctly display this screen.

PrepLogic Question: 11691-206

Review Question p. 55
Answers. D

Explanation A. Incorrect, this would not correctly display this screen.

Explanation B. Incorrect, this would not correctly display this screen.
Explanation C. Incorrect, this would not correctly display this screen.

Explanation D. Correct, this would be the correct process to get to this screen.

PrepLogic Question: 11691-207

Review Question p. 57
Answers. B

Explanation A. Incorrect, this would not correctly display this screen.
Explanation B. Correct, thiswould be the correct process to get to this screen.
Explanation C. Incorrect, this would not correctly display this screen.

Explanation D. Incorrect, this would not correctly display this screen.
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26.

PrepLogic Question: 11691-208

Review Question p. 59
Answers: C

Explanation A. Incorrect, thiswould not correctly display this screen.
Explanation B. Incorrect, this would not correctly display this screen.
Explanation C. Correct, this would be the correct process to get to this screen.

Explanation D. Incorrect, this would not correctly display this screen.

PrepLogic Question: 11691-209
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Explanations. Chapter 8

1.

Review Question p. 60
Answers: D

Explanation A. Incorrect, thisis one of the detection methods.

Explanation B. Incorrect, thisis one of the detection methods.
Explanation C. Incorrect, thisis one of the detection methods.

Explanation D. Correct, there is no such thing as a Heuristics-Based method.

PrepLogic Question: 11691-210

Review Question p. 60
Answers. A

Explanation A. Correct, ahoney pot is used as a distracter for attackers. This "honey
pot" isthen used as a sacrificial target.

Explanation B. Incorrect, a signature based attack does not utilize alure for protection.

Explanation C. Incorrect, an Anomaly-based attack does not utilize alure for
protection.

Explanation D. Incorrect, a Policy-based attack does not utilize alure for protection.

PrepLogic Question: 11691-211

Review Question p. 60
Answers. B

Explanation A. Incorrect, this method is not considered the primary-method used.

Explanation B. Correct, the signature-based method is considered the primary method
used on today's IDS/IPS's.

Explanation C. Incorrect, this method is not considered the primary-method used.

Explanation D. Incorrect, this method is not considered the primary-method used.
PrepLogic Question: 11691-212
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Review Question p. 61
Answers: C

Explanation A. Incorrect, the honey-pot method is used as afalse target to lure
attackers.

Explanation B. Incorrect, a signature-based detection is based on a specific string of
bytes which indicate an attack.

Explanation C. Correct, one of the types of anomaly-based detection methods utilizes a
baseline which is created over time to indicate abnormal patterns outside the baseline.

Explanation D. Incorrect, a policy-based detection method utilizes a very specific list
of traffic policy statements.

PrepLogic Question: 11691-213
Review Question p. 61
Answers. D

Explanation A. Incorrect, NIPS stands for Network-based Intrusion Protection System
which CSA isnot.

Explanation B. Incorrect, aDMZ is a section of a network which houses front facing
networking equipment. CSA is not part of aDMZ.

Explanation C. Incorrect, NIDS stands for Network-based Intrusion Detection System
which CSA isnot.

Explanation D. Correct, HIPS stands for Host-based Intrusion Protection System which
iIswhat CSA is.

PrepLogic Question: 11691-214
Review Question p. 61
Answers. A

Explanation A. Correct, an IPSis a protection system that sitsinline in the network and
can proactively prevent attacks.

Explanation B. Incorrect, the IDS has the ability to tell IPS'sto block traffic aswell as
other pieces of equipment. An IPS has the ability to block and detect by itself.

Explanation C. Incorrect, an IDS does not have the ability to proactively protect from
an attack becauseit isnot inline. It can however catch an attack shortly after itis

Practice Exam == -
= Towe ) EXAM
E ) Quiz M, MANUAL I ,‘,

www.learnsmartsystems.com 1-800-418-6789 Practice Exams Audio Training Exam Manual ~ Video Training


http://www.preplogic.com/feedback/question.aspx?ProductId=11691&QuestionId=213
http://www.preplogic.com/feedback/question.aspx?ProductId=11691&QuestionId=214
http://www.learnsmartsystems.com
http://www.learnsmartsystems.com/products/exams/view-practice-exams.aspx
http://www.learnsmartsystems.com/products/audio/view-audio-training.aspx
http://www.learnsmartsystems.com/products/mega-guides/view-mega-guides.aspx
http://www.learnsmartsystems.com/products/video/view-video-training.aspx

Implement the Cisco |OS IPS feature set using SDM 145

launched.

Explanation D. Incorrect, the IPS is used to both detect and protect from attacks. The
IDS can also detect attacks and alert several pieces of equipment to take action
including an IPS.

PrepLogic Question: 11691-215

Review Question p. 62
Answers: B
Explanation A. Incorrect, a Network-based Intrusion Detection System is limited to

traffic it can read if the traffic is encrypted to the host then this traffic would be invisible
to the NIDS.

Explanation B. Correct, a Host-based Intrusion Protection System would have the
ability to monitor this traffic because the encryption would be stripped off by the timeiit
was read by the HIPS.

Explanation C. Incorrect, there is no such protection system.
Explanation D. Incorrect, a Network-based Intrusion Protection System is limited to

traffic it can read if the traffic is encrypted to the host then this traffic would be invisible
to the NIPS.

PrepLogic Question: 11691-216

Review Question p. 62
Answers. C, D

Explanation A. Incorrect, while an Ethernet interface may be used it is not needed.

Explanation B. Incorrect, while the sensor may have aloopback interface it is not
needed for a network sensor.

Explanation C. Correct, aCommand and Control interface is one of the two interfaces
which isrequired on a network sensor.

Explanation D. Correct, amonitoring interface is one of the two interfaces which is
required on a network sensor.

PrepLogic Question: 11691-217
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10.

11.

Review Question p. 62
Answers: A

Explanation A. Correct, with inline mode the sensor acts by taking traffic in one port
and exiting it back out another.

Explanation B. Incorrect, in promiscuous mode a copy of al traffic is routed to the
port. If the sensor detects an attack then actions are guided.

Explanation C. Incorrect, there is no such thing as unrestricted sensor operating mode.

Explanation D. Incorrect, there is no such thing as dual-homed sensor operating mode.

PrepLogic Question: 11691-218

Review Question p. 63
Answers. B

Explanation A. Incorrect, with inline mode the sensor acts by taking traffic in one port
and exiting it back out another.

Explanation B. Correct, in promiscuous mode a copy of al traffic isrouted to a port. If
the sensor detects an attack then actions are guided.

Explanation C. Incorrect, there is no such thing as restricted sensor operating mode.

Explanation D. Incorrect, there is no such thing as single-homed sensor operating
mode.

PrepLogic Question: 11691-219

Review Question p. 63
Answers. C

Explanation A. Incorrect, exploit signatures are used to match specific exploits.

Explanation B. Incorrect, string signatures ook for a specific string inside a traffic
Stream.

Explanation C. Correct, connection signatures are programmed to watch for how
certain protocols behave and look for abnormalitiesin this behavior.

Explanation D. Incorrect, DoS signatures look for a specific sign of DoS attacks.
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12.

13.

14.

PrepLogic Question: 11691-220

Review Question p. 63
Answers. D

Explanation A. Incorrect, exploit signatures are used to match specific exploits.

Explanation B. Incorrect, string signatures ook for a specific string inside a traffic
Stream.

Explanation C. Incorrect, connection signatures are programmed to watch for how
certain protocols behave and look for abnormalitiesin this behavior.

Explanation D. Correct, DoS signatures look for a specific sign of DoS attacks. Since
DoS attacks function to utilize the resources of piece of network equipment to a point
where |egitimate traffic can not get through, the way to look for thisis through odd
patterns in resource consumption.

PrepLogic Question: 11691-221

Review Question p. 64
Answers. A

Explanation A. Correct, the Security Device Event Exchange (SDEE) protocol is used
to provide a secure channel between IPS clients and servers.

Explanation B. Incorrect, syslog can be used to relay information between | PS clients
and servers but it is not the preferred method.

Explanation C. Incorrect, SNMP is not used to communicate between IPS clients and
servers.

Explanation D. Incorrect, SMTP is not used to communicate between IPS clients and
servers.

PrepLogic Question: 11691-222

Review Question p. 64
Answers. B

Explanation A. Incorrect, the Signature Definition File is used for this purpose.

Explanation B. Correct, the Signature Definition File is used for this purpose.

Practice Exam = -
= Towe ) EXAM
Eﬁ@ = o &

www.learnsmartsystems.com 1-800-418-6789 Practice Exams Audio Training Exam Manual ~ Video Training


http://www.preplogic.com/feedback/question.aspx?ProductId=11691&QuestionId=220
http://www.preplogic.com/feedback/question.aspx?ProductId=11691&QuestionId=221
http://www.preplogic.com/feedback/question.aspx?ProductId=11691&QuestionId=222
http://www.learnsmartsystems.com
http://www.learnsmartsystems.com/products/exams/view-practice-exams.aspx
http://www.learnsmartsystems.com/products/audio/view-audio-training.aspx
http://www.learnsmartsystems.com/products/mega-guides/view-mega-guides.aspx
http://www.learnsmartsystems.com/products/video/view-video-training.aspx

Implement the Cisco |OS IPS feature set using SDM 148

15.

16.

17.

Explanation C. Incorrect, the Signature Definition File is used for this purpose.

Explanation D. Incorrect, the Signature Definition File is used for this purpose.

PrepLogic Question: 11691-223

Review Question p. 64
Answers. C

Explanation A. Incorrect, the resetting of the TCP connect isavalid response.
Explanation B. Incorrect, the creation of alog entry is avalid response.

Explanation C. Correct, it is not possible to block only a specific port. However, there
IS a mechanism to block a specific connection.

Explanation D. Incorrect, the blocking of an attacker's IP addressis a valid response.
However, it should be noted that you could be potentially blocking alegitimate user's IP
address which is being spoofed.

PrepLogic Question: 11691-224

Review Question p. 65
Answers. D

Explanation A. Incorrect, thisis not the correct steps to get to the IPS policies wizard.
Explanation B. Incorrect, thisis not the correct stepsto get to the IPS policies wizard.
Explanation C. Incorrect, thisis not the correct steps to get to the IPS policies wizard.

Explanation D. Correct, thisisthe correct stepsto get to the | PS policies wizard.

PrepLogic Question: 11691-225

Review Question p. 67
Answers: A

Explanation A. Correct, these are the correct steps to use to add a new ACL for
inbound filtering.

Explanation B. Incorrect, these are not the correct stepsto use to add anew ACL for
inbound filtering.

Practice Exam = -
= Towe ) EXAM
Eﬁ@ = o &

www.learnsmartsystems.com 1-800-418-6789 Practice Exams Audio Training Exam Manual ~ Video Training


http://www.preplogic.com/feedback/question.aspx?ProductId=11691&QuestionId=223
http://www.preplogic.com/feedback/question.aspx?ProductId=11691&QuestionId=224
http://www.preplogic.com/feedback/question.aspx?ProductId=11691&QuestionId=225
http://www.learnsmartsystems.com
http://www.learnsmartsystems.com/products/exams/view-practice-exams.aspx
http://www.learnsmartsystems.com/products/audio/view-audio-training.aspx
http://www.learnsmartsystems.com/products/mega-guides/view-mega-guides.aspx
http://www.learnsmartsystems.com/products/video/view-video-training.aspx

Implement the Cisco |OS IPS feature set using SDM 149

18.

19.

20.

Explanation C. Incorrect, these are not the correct steps to use to add anew ACL for
inbound filtering.

Explanation D. Incorrect, these are not the correct steps to use to add anew ACL for
inbound filtering.

PrepLogic Question: 11691-226

Review Question p. 69
Answers. B

Explanation A. Incorrect, these are not the correct steps to use to edit global engine
settings.

Explanation B. Correct, these are the correct steps to use to edit global engine settings.

Explanation C. Incorrect, these are not the correct steps to use to edit global engine
settings.

Explanation D. Incorrect, these are not the correct steps to use to edit global engine
settings.

PrepLogic Question: 11691-227

Review Question p. 71
Answers. C

Explanation A. Incorrect, these are not the correct steps to add a new signature.
Explanation B. Incorrect, these are not the correct steps to add a new signature.
Explanation C. Correct, these are the correct steps to add a new signature.

Explanation D. Incorrect, these are not the correct steps to add a new signature.

PrepLogic Question: 11691-228

Review Question p. 72
Answers. D

Explanation A. Incorrect, these are not the correct steps to start the I|PS migration
wizard.

Explanation B. Incorrect, these are not the correct stepsto start the |PS migration
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21.

22,

23.

wizard.

Explanation C. Incorrect, these are not the correct steps to start the I|PS migration
wizard.

Explanation D. Correct, these are the correct steps to start the |PS migration wizard.

PrepLogic Question: 11691-229

Review Question p. 73
Answers. A

Explanation A. Correct, these are the correct steps to enable I1PS on an interface.
Explanation B. Incorrect, these are not the correct steps to enable IPS on an interface.
Explanation C. Incorrect, these are not the correct steps to enable IPS on an interface.

Explanation D. Incorrect, these are not the correct steps to enable IPS on an interface.

PrepLogic Question: 11691-230

Review Question p. 75
Answers. B

Explanation A. Incorrect, these are not the correct steps to add an event action filter.
Explanation B. Correct, these are the correct steps to add an event action filter.
Explanation C. Incorrect, these are not the correct steps to add an event action filter.

Explanation D. Incorrect, these are not the correct steps to add an event action filter.

PrepLogic Question: 11691-231

Review Question p. 77
Answers: C

Explanation A. Incorrect, these are not the correct steps to add an event action override.
Explanation B. Incorrect, these are not the correct steps to add an event action override.

Explanation C. Correct, these are the correct steps to add an event action override.
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Explanation D. Incorrect, these are not the correct steps to add an event action override.

PrepLogic Question: 11691-232
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Explanations. Chapter 9

1.

Review Question p. 78
Answers. D

Explanation A. Incorrect, symmetric encryption utilizes one key for encryption and
decryption.

Explanation B. Incorrect, thisis not avalid encryption type.
Explanation C. Incorrect, thisis not avalid encryption type.

Explanation D. Correct, asymmetric encryption uses one key to encrypt and one to
decrypt.

PrepLogic Question: 11691-233

Review Question p. 78
Answers. A

Explanation A. Correct, 3DES allows you to use either 112-bit or 156-bit encryption.

Explanation B. Incorrect, AES only allows 128-bit, 192-bit and 256-bit encryption.
Explanation C. Incorrect, DES only provides 56-bit encryption.

Explanation D. Incorrect, MD5 is a hashing function.

PrepLogic Question: 11691-234

Review Question p. 78
Answers. B

Explanation A. Incorrect, block ciphers do utilize fixed-length blocks or sections when

encrypting traffic.

Explanation B. Correct, block ciphers are not considered to be more efficient because

they require hard block boundaries. Because of this there is always going to be extra bits

encrypted and sent.
Explanation C. Incorrect, stream ciphers are generally faster then block ciphers.

Explanation D. Incorrect, block ciphers output is larger because it required hard
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boundaries.

PrepLogic Question: 11691-235

Review Question p. 79
Answers. C

Explanation A. Incorrect, ECB is ablock cipher mode.

Explanation B. Incorrect, there is no such mode as OSF.
Explanation C. Correct, CFB is acommand stream cipher mode.

Explanation D. Incorrect, CBC isablock cipher mode.

PrepLogic Question: 11691-236

Review Question p. 79
Answers. D

Explanation A. Incorrect, CFB is a stream cipher mode.

Explanation B. Incorrect, there is no such block cipher mode.
Explanation C. Incorrect, OFB is a stream cipher mode.

Explanation D. Correct, ECB is one of the two standardized block cipher modes.

PrepLogic Question: 11691-237

Review Question p. 79
Answers. A

Explanation A. Correct, the ECB mode is not considered to be the most secure so it is

not recommended.
Explanation B. Incorrect, it is recommended to change your keys frequently.

Explanation C. Incorrect, the CBC mode is considered to be more secure then ECB
mode so it is recommended.

Explanation D. Incorrect, it is aways recommended that keys not be communicated
insecurely.
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PrepLogic Question: 11691-238

Review Question p. 80
Answers. B

Explanation A. Incorrect, AES was introduced in |OS version 12.2(13)T.
Explanation B. Correct, AES was introduced in |OS version 12.2(13)T.

Explanation C. Incorrect, AES was introduced in 1OS version 12.2(13)T.
Explanation D. Incorrect, AES was introduced in 1OS version 12.2(13)T.

PrepLogic Question: 11691-239

Review Question p. 80
Answers: C

Explanation A. Incorrect, Rijndagl isthe algorithm behind AES.

Explanation B. Incorrect, there is no such algorithm.

Explanation C. Correct, the Signature verification algorithm is one of the three
algorithms generally used for digital signatures. The others are the key generation
algorithm and the signing algorithm.

Explanation D. Incorrect, there is no such agorithm.

PrepLogic Question: 11691-240

Review Question p. 80
Answers. D

Explanation A. Incorrect, this encryption type is used for asymmetric encryption.
Explanation B. Incorrect,tThis encryption type is used for asymmetric encryption.
Explanation C. Incorrect, this encryption type is used for asymmetric encryption.

Explanation D. Correct, DES is a symmetric encryption type.

PrepLogic Question: 11691-241
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10.

11.

12.

Review Question p. 81
Answers: A

Explanation A. Correct, this encryption typeis used for asymmetric encryption.
Explanation B. Incorrect, this encryption type is used for symmetric encryption.
Explanation C. Incorrect, this encryption typeis used for symmetric encryption.

Explanation D. Incorrect, this encryption type is used for symmetric encryption.

PrepLogic Question: 11691-242

Review Question p. 81
Answers. B

Explanation A. Incorrect, a X.509 certificate is used for website authentication.
Explanation B. Correct, a X.509 certificate is not used for wireless security.

Explanation C. Incorrect, a X.509 certificate is used for IPSec encryption used in
VPN's.

Explanation D. Incorrect, a X.509 certificate is used for client certificates.

PrepLogic Question: 11691-243

Review Question p. 81
Answers. C

Explanation A. Incorrect, if any private key is stolen then all information which used
thiskey for security is vulnerable.

Explanation B. Incorrect, if any private key is stolen then all information which used
thiskey for security is vulnerable.

Explanation C. Correct, there is no such athing as a stolen public key becauseit is
simply used to create a message to the key owner and is freely given to people to write
secured traffic to the owner.

Explanation D. Incorrect, the CA being compromised questions the validity of any
keys signed by this authority thus making all these keys vulnerable.

PrepLogic Question: 11691-244
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13.

14.

15.

Review Question p. 82
Answers. D

Explanation A. Incorrect, confidentially provides encryption which ensuresif the
traffic isintercepted it cannot be interpreted.

Explanation B. Incorrect, verification is not one of the protections provided.

Explanation C. Incorrect, integrity ensures that the traffic has not been changed in
transit.

Explanation D. Correct, authentication provides verification that both parties are who
they say they are.

PrepLogic Question: 11691-245

Review Question p. 82
Answers. A

Explanation A. Correct, integrity ensures that the traffic has not been changed in
transit.

Explanation B. Incorrect, verification is not one of the protections provided.

Explanation C. Incorrect, confidentially provides encryption which ensuresif the
traffic isintercepted it cannot be interpreted.

Explanation D. Incorrect, authentication provides verification that both parties are who
they say they are.

PrepLogic Question: 11691-246

Review Question p. 82
Answers. B

Explanation A. Incorrect, quick mode is used to negotiate the parameters for an | PSec
Session.

Explanation B. Correct, aggressive mode uses three packets to establish a Security
Association (SA).

Explanation C. Incorrect, norma mode is not avalid IKE mode.

Explanation D. Incorrect, main mode uses three exchanges to establish a Security
Association (SA).
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16.

17.

18.

PrepLogic Question: 11691-247

Review Question p. 83
Answers. C

Explanation A. Incorrect, protocol number 51 is used for the Authentication Header
(AH) protocol which does not offer encryption.

Explanation B. Incorrect, protocol number 48 is used for the Dynamic Source Routing
Protocol.

Explanation C. Correct, protocol number 50 is used for Encapsulating Security
Protocol (ESP) which offers encryption.

Explanation D. Incorrect, protocol number 49 is used for the BNA protocol.

PrepLogic Question: 11691-248

Review Question p. 83
Answers. D

Explanation A. Incorrect, MD5 is not the preferred hashing algorithm.

Explanation B. Incorrect, WHIRLPOOL is not the preferred hashing agorithm.
Explanation C. Incorrect, MD6 is not the preferred hashing algorithm.
Explanation D. Correct, SHA isthe preferred hashing algorithm.

PrepLogic Question: 11691-249

Review Question p. 84
Answers. A

Explanation A. Correct, an access-list defining what the source and destination
networks are to be tunneled is required.

Explanation B. Incorrect, the peer addresses are set correctly.
Explanation C. Incorrect, the configuration should be set between R2 and R3.

Explanation D. Incorrect, the group keyword is used to define the Diffie-Hellman
group number and is correct in this configuration.
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19.

PrepLogic Question: 11691-250

Review Question p. 85
Answers: B

Explanation A. Incorrect, this command is entered correctly.

Explanation B. Correct, there is an extraword in this command. In this case the
Ipsec-key is not a keyword but the key itself, so either it would need to be removed or
the CiScO word would need to be removed.

Explanation C. Incorrect, the configuration is on the correct routers.

Explanation D. Incorrect, the access-lists are configured in the correct directions.

PrepLogic Question: 11691-251
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